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Ethical Implications
of NSA Surveillance
for Lawyers
By Sharon D. Nelson
and John W. Simek
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It Seems Like Old News
At least once a week we are reminded that the cybersecurity of law firms is at risk from a newly
discovered source – the National Security Agency (NSA). After 9/11, many Americans embraced the
Patriot Act, numb from the tragedy and justifiably concerned about terrorist plots on American soil.
After a time, most folks became complacent and more or less bought the government’s reassurance
that federal surveillance involved primarily foreigners and that it was not snooping on the activities
of ordinary Americans.
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That notion proved to be wrong in a
big way. Courtesy of Edward Snowden
(like him or hate him, he exposed a lot
of illegal and unconstitutional activities), we have learned that we are closer to the “Big Brother” state of George
Orwell’s 1984 than we ever thought
possible. So, let’s take a brief look at
what we know now before tacking the
implications for lawyers.

The NSA’s Bag of Tricks –
and Its Targets
Thanks again to Edward Snowden,
The Washington Post published a story
based on an internal NSA audit and
other top-secret documents. The story
indicates that the NSA has broken
privacy rules or overstepped its legal
authority thousands of times each
year since it was granted broad new
powers in 2008.
Most of the violations involved
unauthorized
surveillance
of
Americans or foreign intelligence
agents within the U.S., surveillance
that is restricted under statute and
Executive Order. These violations
resulted in the interception of U.S.
e-mails and telephone calls.
How do they do that? Recent
reports have indicated that the NSA is
even intercepting shipments of computers purchased online in order to
infect them with spyware or replace
components with its own malwareinstalled hardware. That’s pretty
gutsy. Of course you need to be specifically targeted by the NSA before
you get a little “something extra”
along with your shiny new computer.
Specifically, NSA has targeted products from Cisco, Juniper, and Dell. It’s
no surprise that the CEOs of those
companies are not amused.
Suppose you didn’t order a new
computer. How could the NSA
6
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intercept your data? Additional
revelations were disclosed at the
Chaos Communications Congress.
Apparently, there is a whole catalog of equipment and software that
the NSA is willing to sell to other
agencies. One such device is called
the NIGHTSTAND. It is designed to
hack WiFi devices from eight miles
away. It is a stand-alone tool and
can exploit targets including Win2K,
WinXP, WinXP SP1, and Win XP SP2
systems running Internet Explorer
version 5.0-6.0. There is no report
that they have hardware for the more
modern operating systems or browsers – yet another reason to make sure
your software is up to date.

What is XKeyscore?
Again by way of a Snowden leak,
The Guardian revealed new details
on a very powerful, secret program
run by the U.S. government called
XKeyscore. With the program, NSA
employees can obtain everything from
phone numbers to e-mail addresses.
The NSA can also see e-mail content, Internet activity, browser history,
and an IP address. According to the
Snowden files, no warrant is needed.

Microsoft Helps the NSA
View Its Encrypted Data
According to yet another article from
The Guardian, citing top-secret documents from you-know-who, Microsoft
has:
• Helped the NSA circumvent its
encryption so that the agency
can intercept web chats on the
Outlook.com portal
• Given pre-encryption stage access
to e-mail on Outlook.com, including Hotmail
• Allowed the NSA easier access to
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SkyDrive
• Helped to triple the number of
Skype video calls being collected
through Prism
As a result of this revelation, we no
longer recommend that lawyers use
Skype for any confidential client communications. Conversations with your
grandchildren? No problem, but think
twice before sharing some important information with your clients.
We would suggest that you avoid
Facetime as well, since the data runs
through Apple’s servers, making it a
perfect point of interception.

Mystic and Retro Tool
In another report, the NSA has the
ability to capture 100 percent of a
foreign country’s telephone calls and
then rewind and review them up to 30
days after they occurred. The released
documents state that there is money
budgeted to target five countries, but
the countries are not specifically identified. In other documents released by
Snowden, it appears that the NSA is
particularly fond of the Bahamas. So
much so that they record all of its cell
phone calls. The surveillance system,
called Basecoat, was used as a test
bed for development of the “full get”
surveillance technology in a broader
program called Somalget. So much for
protecting the client/attorney privilege, especially if your client is in a
targeted country.

A Little Help from
Our Friends
As if the global surveillance capabilities of the NSA aren’t enough, we have
our friends from the Five Eyes Alliance
(United States, United Kingdom,
Canada, Australia and New Zealand)

The PR firm that also
specializes in not
getting press.
You’ve heard the adage that all PR is
good PR? Tell that to the companies
that suddenly find themselves in the
news for the wrong reasons. Perhaps
they are being asked by a reporter to
respond to a serious allegation. What
should they say? How can they make
whatever it is “go away?”

We’re MGH, a full-service marketing
firm with a specialty in corporate
crisis communications. We work
with businesses and law firms to
keep them, or their clients, out of the
media spotlight, and provide counsel
on how to handle the press when
it’s unavoidable.

For 19 years, we’ve helped national
companies and strong regional
players successfully manage a myriad
of crises. If you’re looking for a
partner who is ready to help you
defend your company or your clients in
the court of public opinion, contact us.
Call Andy Malis – day or night – at
410-902-5012.

YOUR PARTNER IN CRISIS COMMUNICATIONS
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helping out too. The New York Times
reported that the NSA’s Australian
counterpart, the Australian Signals
Directorate, notified the agency that
they were conducting surveillance of
trade talks between Indonesian officials and an American law firm. Of
course they were willing to share the
information. The law firm is yet to
be identified (though thought to be
Mayer Brown), but capturing privileged communications doesn’t appear
to be limited to the NSA. Perhaps more
disturbing is the reported ability to
crack the encryption of the Indonesian
communications. The report stated
that the Australians had obtained the
encryption key, which allowed them to
snoop on the conversations. Yet another example of why the end user should
control the encryption keys.

So – How is a Law Firm to
Keep Its Data Confidential?
The NSA revelations have serious ethical implications for lawyers. We now
understand that under the Model Rules
of Professional Conduct, “competence”
under Rule 1.1 includes competence
with technology. Matt Nelson, New
changes to Model Rules a wake-up call for
technologically challenged lawyers, Inside
Counsel (Mar. 28, 2013), http://www.
insidecounsel.com/2013/03/28/
new-changes-to-model-rules-a-wakeup-call-for-tech. We used to tell lawyers that Skype was secure – but then
Microsoft bought it and began changing the network architecture by running the calls through its servers – and
now, apparently, unlocking data for
the NSA from time to time. And what
about the lawyers who are storing their
data in SkyDrive? Or the lawyers who
are using Hotmail or Dropbox?
Bear in mind the new comment
to Rule 1.6 , “Acting Competently to
8
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Preserve Confidentiality.” A portion
of it reads:
“Paragraph (c) requires a lawyer to
act competently to safeguard information relating to the representation of a client against unauthorized
access by third parties and against
inadvertent or unauthorized disclosure by the lawyer or other persons who are participating in the
representation of the client or who
are subject to the lawyer’s supervision. See Rules 1.1, 5.1 and 5.3. The
unauthorized access to, or the inadvertent or unauthorized disclosure
of, information relating to the representation of a client does not constitute a violation of paragraph (c)
if the lawyer has made reasonable
efforts to prevent the access or disclosure. Factors to be considered in
determining the reasonableness of
the lawyer’s efforts include, but are
not limited to, the sensitivity of the
information, the likelihood of disclosure if additional safeguards are
not employed, the cost of employing additional safeguards, the difficulty of implementing the safeguards, and the extent to which the
safeguards adversely affect the lawyer’s ability to represent clients (e.g.,
by making a device or important
piece of software excessively difficult to use). A client may require
the lawyer to implement special
security measures not required by
this Rule or may give informed
consent to forgo security measures
that would otherwise be required
by this Rule.”

Battening Down
the Hatches
Cloud Computing
Roughly half of all law firms now hold
at least some data in the cloud. The
recent news has shaken them, as well
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it should. But we are not preaching
a mass exodus from the cloud. Two
major points here:
1. If you are fundamentally storing all your data in a datacenter,
your biggest problem is whether
the datacenter personnel can gain
access to your data. For this reason, we do not recommend putting
law firm data on servers owned by
the datacenter. It doesn’t matter
whether there is a master decryption key or whether a “back door”
is built in. In NSA-speak, that
means a “maintenance hook.” The
safest way to store data in a datacenter is to use a hybrid solution
– where you own the equipment
and the access to your equipment
and data is restricted to yourself
and your own IT folks in locked
racks. Any emergency access to the
data, by contract, should require
immediate reporting to you and,
again by contract, you should
receive notice of any law enforcement request for the data right
away so you can file a motion to
quash. Major players in the market
may not give you these terms, but
the smaller ones will. One caveat:
If a request is made under the
Patriot Act, you’re toast – your
data will be handed over on a silver platter. But the vast majority of
law enforcement requests are not
made pursuant to the Patriot Act.
2. If you are using specific clouds
to store data, encrypt your data
before sending it. A great example
is Dropbox, now utilized by many
litigators. If you encrypt your Word
or PDF documents before putting
them in Dropbox, it doesn’t matter that Dropbox holds a master
decryption key (and it does). Even
if it attempts to decrypt for the

federal agents at the door, Dropbox
can only provide them with garbage. What the feds can do with
the data is apparently changing.
News reports indicate increasing
success in breaking encryption, but
we have yet to see proof. And yes,
encryption will work for SkyDrive,
the iCloud (depending on the data
type and device used), etc. And
no, this is not hard. Stop being
afraid of the word encryption. If
you password-protect a Word or
PDF document (which you can do
natively within the program – just
search “Help”), it is encrypted. Just
promise us you won’t send it as an

attachment with the decrypt key in
the text of the e-mail.
Encryption
You should also be taking a hard look
at encryption on your smartphones.
When using a four-digit PIN, iPhones
are poorly encrypted– you need a
complex password. BlackBerrys are
natively encrypted when “Content
Protection” is enabled. Android
encryption must be turned on in
Settings, but it is there.
No lawyer should be performing work on a personal machine. In
today’s world, every lawyer should be
issued a firm laptop and smartphone

so that security can be controlled and
monitored. This means no BYOD
(bring your own device) unless you
are prepared to implement a Mobile
Device Manager (MDM) solution to
the tune of several thousands of dollars. All laptops, like smartphones,
should have whole disk encryption.
Bottom line – you should be encrypting data on all devices. The one disclaimer is the recent news concerning
the capabilities of the NSA. As noted
security commentator Bruce Schneier
has stated, “The NSA is breaking most
encryption on the Internet.” Bruce
Schneier, The NSA is Breaking Most
Encryption on the Internet, Schneier
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munication built into the handset itself.
Remember that both ends of the communication need to support the encryption, otherwise there is a risk of interception. This means that both parties
need to be using the RedPhone app on
their Android devices or pay the $649
for the Blackphone.

Security (Sep. 5, 2014, 11:49 AM),
https://www.schneier.com/blog/
archives/2013/09/the_nsa_is_brea.
html. This is accomplished by intercepting the data and compromising
the secure certificate provider infrastructure or using intentional weaknesses inserted in encryption products. As an example, RSA Security
released an advisory to stop using
the Dual Elliptic Curve Deterministic
Random Bit Generation (Dual EC
DRBG) because of weaknesses in the
algorithm. Apparently, the NSA had
their fingers in the design of Dual EC
DRBG. Some have even suggested
using encryption and security products from vendors that are not based
in the United States to minimize any
potential NSA back doors. The good
news is that a large number of products do not use the flawed Dual EC
DRBG. Remember, we are only talking
here about compromising SSL certificates – not all encryption.
And, happily, Mr. Schneier has also
noted that “strong encryption makes
the NSA batty.” So, strong encryption
sounds like a good prescription for
law firms.
Also, the current version of TrueCrypt
should be avoided. In the world of the
bizarre, the developers of TrueCrypt
released version 7.2 and changed the
website to say that TrueCrypt was not

on
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secure. There are all kinds of theories
as to why the developers changed their
tune and closed up shop. Many believe
that the NSA or another government
agency pressured them into announcing the insecurity and intentionally
releasing a flawed encryption product.
There is a project underway that is
testing the effectiveness of TrueCrypt
7.1a. TrueCrypt has passed the first
phase and the second phase is moving
forward despite the recent announcement. Bottom line…if you want to this
software, use TrueCrypt 7.1a, which
has been around for years and is probably the product that was driving the
NSA “batty.”
Secure Communications
Now that we know the NSA (and others) have the ability to capture huge
quantities of communications (voice,
text, e-mail, etc.), you should consider
whether some method of secure communication should be used. Encryption
is your friend. There are several methods
and services available to encrypt e-mail
or the attachment contents as previously mentioned. Encrypting voice and text
communications is also possible. Mobile
apps such as RedPhone or TextSecure
allow for encrypted voice and text communications. Another alternative is to
purchase the Blackphone, which provides encrypted voice and text com-
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Security Audits
We used to say that you needed security audits every six to 12 months to
keep the Chinese and the cybercriminals out of your networks. Now we
add the need to protect your networks
against our own government – sad,
but true. By and large, big firms will
go to big companies to perform these
audits. Solos and small firms will
head to smaller outfits where the price
tag isn’t so high. Get a referral from
trusted friends, check out credentials,
etc. – but don’t fail to do these audits.

Parting Words
With all the examples of the NSA “data
capture” projects, we have changed our
advice to lawyers concerning protection
of client data. We believe it is now a
lawyer’s ethical duty to address confidentiality in any engagement letter and
get informed consent from the client as
to what measures need to be taken to
protect the potential collection of client
communication. Lest we seem overly paranoid, we’ll give these parting
words from George Washington (whom
better than the father of our country?):
“Government is not reason; it is not eloquent; it is force. Like fire, it is a dangerous servant and a fearful master.”
Ms. Nelson, an attorney, is the President
and Mr. Simek is the Vice President of
Sensei Enterprises, Inc., a digital forensics,
information security, and information
technology firm in Fairfax, Virginia. They
may be reached at snelson@senseient.com
and jsimek@senseient.com, respectively.
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VIRTUALITY
The Lawyer That is
Almost Really There

By Timothy S. Faith

I

n 2004, a “virtual law firm” had been described
as a law firm with the following criteria: (a)
a stable core group of attorneys, (b) attorney collaboration with other specialized firms,
(c) connected by technology, and (d) flexible
staffing. Joe Kashi, Building a Virtual Law Firm
Changes and Opportunities, A.B.A. Law Practice
Today (Jan. 2004), available at http://apps.americanbar.org/lpm/lpt/articles/ftr01042.html.
These criteria suggest an alternative to a large,
monolithic law firm, where smaller firms or
individual attorneys might work together on
law projects as they arise, but appear as a single
firm to the general public. More recent definitions of a “virtual law firm” have been offered.
For example, in the book Tech Savvy Attorney,
the author suggests that a virtual law firm is
indicated by renting part-time office space at a
shared office building, and using technology to
meet with clients via tools like Skype, with the
primary motivation behind practicing “virtually” being driving down recurring costs for the
practice, presumably to pass these savings on to
cost-conscious clients. Joshua Satterfield, Tech
Savvy Attorney (2014).

12
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Service providers such as Rocket
Lawyer suggest another definition of a “virtual law firm.” Rocket
Lawyer operates an online marketplace where prospective clients
can pose legal questions through
an online platform and participating attorneys can receive referrals,
respond to questions and obtain
clients. Part of the value delivered
by Rocket Lawyer to prospective
clients is that it offers pre-negotiated discounts on the standard billing rates of participating attorneys
and creates some certainty as to the
cost of discrete legal services that
are included in the flat monthly
subscription for site users. Rocket
Lawyer, Inc., https://www.rocketlawyer.com/plans-pricing.rl (Sept.
26, 2014). Part of the value delivered
to participating attorneys is a stream
of prospective clients to whom the
attorney may provide legal services
without incurring the marketing
investment to acquire those clients
directly. Rocket Lawyer appears to
be a virtual firm, though the actual
legal services are rendered by individual licensed attorneys, not by
Rocket Lawyer itself. According to
its website, Rocket Lawyer is not a
“lawyer referral service” and does
not provide legal advice or participate in any legal representation. It
also provides that Rocket Lawyer is
not a law firm or a substitute for an
attorney or law firm and suggests
that an attorney be contacted for
any legal advice.
The American Bar Association’s
Law Practice Division also offers
a broad definition of “virtual law
practice,” which the ELawyering
Task Force defines as using technology to provide a full range of legal
services, not just marketing, over
the internet. The Division’s website
14
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states as follows: “Think of lawyering as a ‘verb’ – interview, investigate, counsel, draft, advocate, analyze, negotiate, manage – and there
are corresponding internet-based
tools and technologies.” See http://
apps.americanbar.org/dch/committee.cfm?com=EP024500 (Sept. 26,
2014). Richard Granat, the co-chair
of the ELawyering Task Force and
fellow virtual Maryland attorney, is
quick to point out that a “virtual law
firm” is not typically a lawyer who
only meets with clients by email
or video chat, but one who uses
technology to provide legal services
more efficiently, while still complying with the applicable ethics rules
regarding confidentiality, attorneyclient relationship formation, marketing, trust accounts and fees, and
the unauthorized practice of law.
Richard Granat, vLawyer and William
McNeil Have a Credibility Problem,
h t t p : / / w w w. e l a w y e r i n g r e d u x .
com/2014/06/articles/virtuallaw-practice/vlawyer-and-williammcneil-have-a-credibility-problem/
(Sept. 26, 2014); See also American
Bar Association, Suggested Minimum
Requirements for Law Firms Delivering
Legal Services Online, http://apps.
americanbar.org/webupload/commupload/EP024500/relatedresources/Minimum_Requirements_
for_Lawyers_2009_10_24.pdf (Sept.
26, 2014).
Today, attorneys often have a
physical office and will meet clients
in person, but will also provide some
legal services via a secure website.
Updated criteria for a virtual law
practice could be summarized as an
attorney that: (a) provides legal services securely through an encrypted
web portal, (b) uses a click-wrap
agreement to initiate the attorneyclient relationship, which may be
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for “unbundled” or “limited” legal
services, and (c) observes the applicable ethical rules for that attorney’s service jurisdiction. R. Granat
& S. Kimbro, The Future Is Now: The
Virtual Law Practice, http://legalinkmagazine.com/2014/06/the-futureis-now-the-virtual-law-practice/
(Sept. 26, 2014).
The evolving definition of a virtual law practice reflects, in part, the
substantial improvements and evolution of the technology available
to attorneys to help practice law.
G.M. Filisko, Lawyer’s Definitions of
Virtual Practice Vary, But Not When It
Comes to Finding Success, 100 A.B.A.
J. 4 (2014), available at http://www.
abajournal.com/magazine/article/
lawyers_definitions_of_virtual_
practice_vary_but_not_when_it_
comes/.

Technology
For example, Skype was started
in 2003 and acquired by Microsoft
in 2011 for more than $8.5 billion.
Microsoft, Inc., Microsoft to Acquire
Skype, https://www.microsoft.com/
en-us/news/press/2011/may11/0510corpnewspr.aspx (July 16, 2014).
At the end of 2013, Skype reported
having in excess of 47 million users in
the United States and more than 300
million users internationally. Skype
is one brand of videoconference and
collaboration software that permits
individuals to talk, share documents
and work together, though it has the
virtue of being free for basic functionality. You may have participated
in a WebEx or GoToMeeting conference – there has been a revolution
in this market space over the last
several years as businesses, pressured by the Great Recession, have
sought ways to save money on travel

while increasing productivity in the
workplace.
Skype is a low-cost resource available to attorneys who want to meet
with prospective or current clients
(or with colleagues collaborating
on a matter), while avoiding the
expense and lost productivity associated with traveling. Skype goes
beyond the traditional phone call,
as users are able to see each other,
which enables nonverbal communication as well as sharing documents
in real-time, much as you would
across from a participant at a conference room table.
In 2004, Google became a publicly
traded company. During the past 10
years, Google has come to dominate
a number of large database areas,
such as internet search and scanned
books. In March 2014, Google handled in excess of 67 percent of web

searches worldwide – literally billions of queries every day – and has
a market capitalization in excess of
$300 billion. Comscore, Inc., http://
w w w. c o m s c o r e . c o m / I n s i g h t s /
Press-Releases/2014/4/comScoreReleases-March-2014-U.S.-SearchEngine-Rankings (Sep. 14, 2014);
Google, Inc., https://www.google.
com/finance?q=NASDAQ:GOOG
(July 16, 2014). As noted by the
Author’s Guild court, Google had
entered the book scanning and
indexing business, collaborating
with several large libraries to scan
in excess of 20 million books into a
large database known as “Google
Books,” beginning in 2004. The
Author’s Guild, Inc. v. Google, Inc.,
05 Civ. 8136 (S.D.N.Y. 2013). More
recently, Google has also made some
headway into big legal data, incorporating court opinions into Google

Scholar, along with U.S. patent data,
and some scholarly legal journals.
Google, Inc., http://scholar.google.
com (Sep. 14, 2014).
Prior to Google, however, a law
firm had fewer reliable legal research
databases available. This control of
the marketplace predictably resulted
in higher legal research costs that
might shut out a small firm or solo
practitioner. The competition from
Google and other market players
like FastCase has helped to reduce
the cost of legal research, lowering
a barrier to entry into the legal services marketplace.

The Rise of Cloud
Computing
Desktop technology has changed
dramatically from the advent of
personal computing with Apple

WE’VE SPENT THE PAST 50 YEARS
PLANNING FOR RETIREMENT.
WHEN DID YOU START PLANNING?
Planning for retirement requires forethought,
perception, and a little patience. That’s why
the American Bar Association created the
AbA RETIREMENT FuNdS PROGRAM
(“the Program”) – a comprehensive and
affordable retirement plan built exclusively
to address the unique needs of the legal
community.
Call an ABA Retirement Funds Program
Regional Representative today!
(866) 812-1510 I www.abaretirement.com
joinus@abaretirement.com
The Program is available through the Maryland State Bar Association as a member benefit. This
communication shall not constitute an offer to sell or the solicitation of an offer to buy, or a
request of the recipient to indicate an interest in, and is not a recommendation of any security.
Securities offered through Voya Financial Partners, LLC (Member SIPC).
The ABA Retirement Funds Program and Voya Financial Partners, LLC, are separate, unaffiliated
companies and are not responsible for one another’s products and services.
CN0311-8585-0415
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and Microsoft products in the early
1980s. Two major changes involve
virtualization and cloud computing. Virtualization has to do with
permitting more than one server
operating system to be running on
the same physical hardware. This
dramatically increases the efficient utilization of server hardware
resources, reducing costs to operate
servers while also increasing stability and reliability. Cloud computing
pertains to where applications and
databases reside. In traditional system architectures, the desktop and
server would either be in the same
physical computer, or would be in
separate hardware but networked
locally within a physical office.
Cloud computing pushed the server
and back-end data to a centralized
location, generally not under the
control of the end user. This permits
users to simply buy cloud services
on demand or on a metered basis
and trade a substantial up-front
capital investment for a manageable
monthly subscription.
Cloud computing in the legal
marketplace means that attorneys
can purchase computing services on
an as-needed or subscription basis,
avoiding some of the initial capital
costs associated with technology for
the law practice. For example, Clio,
a practice-management system for
law firms, is a cloud-based system
to which users may subscribe. The
system tracks time, generates bills,
and helps attorneys with legal document generation. Lawyers that use
Clio need not worry about hardware
upgrades or software updates, as
Clio is responsible for these obligations as a part of the monthly subscription fee. Google and Microsoft
also offer a variety of cloud services
for free or for nominal cost for a

business subscription, such as document sharing, email, and calendaring. There are a variety of other
service providers that now deliver
applications and databases through
a cloud/subscription model.
Implementing a law practice with
cloud-based applications eliminates
the need for a traditional office
space, because the practice does not
need to store data or applications
locally. Cloud services are available
anywhere a user has a device with
internet access, permitting an attorney to practice law wherever they
may find themselves.

Online Marketing & the
Rise of Search Engine
Optimization (“SEO”)
Traditional advertising, such as
print, television and radio, have
significant upfront expenses for
producing quality ads and for running those ads with a sufficient frequency and in sufficient markets to
generate a return on the investment.
For many lawyers, even those practicing in mid-sized firms, this form
of advertising is simply out of reach
because of the cost. Additionally,
these forms of advertising are
broadcast rather than targeted,
meaning that the ad is displayed or
shown to a general audience (based
on the geographic location and the
general audience that is reached by
the broadcaster or publisher), rather
than to consumers specifically looking for an attorney or particular
legal service.
Advertising through a search
engine such as Google or Bing, however, works differently. Advertisers
write ad copy that is displayed based
on the search keywords entered by
search engine users, in combina-

tion with a variety of other metrics including the maximum amount
per click the advertiser is willing
to spend and the relevancy of the
destination website to the keyword.
Unlike traditional broadcast advertising, an internet advertiser can target a specific keyword or phrase,
such as “trademark” or “trademark
infringement,” and thereby control
when the display ad would appear.
This has the advantage of better
targeting an ad to a person who is
more likely to be engaged by the
ad’s content, given that the user was
searching for the keywords triggering the ad to appear.
Part of the algorithm for reducing the cost-per-click for internet
advertisers is the relevance of the
website content that is the destination for the search ad. Relevance
is, in part, measured by how frequently the keywords that trigger
the search ad can be found within
the destination website page associated with the ad. Search engine
optimization (“SEO”) is an editing
process for website content. The
purpose of SEO is to revise website
content so that it contains keywords
that are related to search terms by
which the website owner wishes
to be found on a search engine like
Google or Bing. For example, if you
wanted users to find you when they
searched for the keyword “trademark infringement,” you would
want to ensure that your website
contains web pages with this same
phrase in the meta tags and in the
body of each web page on the site
(among other changes that improve
your web site’s page rank).
Display ads, combined with SEO,
permit a relatively small firm or solo
practitioner to advertise on a much
smaller ad budget than traditional
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media, because ads can be better
targeted to a user looking for content that matches a practice area or
focus of the firm. In addition, the
minimum buys for a firm tend to be
lower than a traditional broadcast
medium, putting this type of targeted marketing within the grasp of
a more cost-conscious firm. Finally,
web site ads tend to send users to a
web site. If the site offers online legal
documents, a user could retain the
firm and convert to a client without
the typical wait for an initial meeting
with an attorney.
Recent technology changes permit “virtual” law firms to exist;
market demand for less expensive
alternatives to traditional big firms
in combination with the recent
recession have caused more attorneys to consider “virtual” firms
as a career option. However, there
remain some specific challenges for
“virtual” firms.

Ethics Issues
The practice of law implicates a variety of legal ethics issues for any practitioner. Virtual law firms face some
specific ethics issues with regards to
confidentiality, marketing, and the
unauthorized practice of law.
The Maryland Ethics Rules recognize the overarching duty of the
attorney to maintain the confidences of his or her client, absent the
existence of certain, narrow exceptions. “A lawyer shall not reveal
information relating to representation of a client unless the client
gives informed consent, the disclosure is impliedly authorized in
order to carry out the representation, or the disclosure is permitted
by paragraph (b).” M d . L awyers ’
Rules of P rof’l C onduct R. 1.6(a)
18
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(2014). Confidentiality presents a
number of challenges for the virtual law practice. For one, not all
technology services are necessarily
private. For example, email is now
a staple in nearly all businesses and
homes in the United States, but is
by its nature not private. Instead,
email is more akin to sending your
message on a postcard in the regular mail. Any person that handles
that postcard can read the message.
Unencrypted email is no different,
because throughout its transmission
from the sender to the recipient,
anyone in between can intercept
and read the message. This means
that, at a minimum, system administrators for the servers that process and deliver email have access
to all unencrypted email messages
that run through the email server.
Sending confidential information to
an attorney by way of unencrypted
email may not sufficiently protect
client confidences.
Document sharing services also
present similar confidentiality problems. For example, Dropbox.com has
been a popular cloud-based document sharing service that permits
users to share documents with other
users without the need for either to
maintain a local file-sharing server.
However, Dropbox has been the subject of several high-profile attacks
that have resulted in compromised
user accounts. E. Bott, Dropbox
Gets Hacked … Again, http://www.
zdnet.com/dropbox-gets-hackedagain-7000001928/ (July 16, 2014).
In addition, Dropbox has more
recently responded to DMCA takedown notices by deleting allegedly
infringing materials from Dropbox
user folders. See 17 U.S.C. § 512
(2014). Obviously, Dropbox can only
do this if they know what you have
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in your folder, contrary to the service provider’s representations. K.
Orland, Dropbox Clarifies Its Policy
on Reviewing Shared Files for DMCA
Issues, http://arstechnica.com/techpolicy/2014/03/dropbox-clarifiesits-policy-on-reviewing-shared-filesfor-dmca-issues/ (July 16, 2014).
While it may be unlikely that client
documents you place in Dropbox
will be subject to a takedown notice,
clearly there are people who are not
under your direct control who will
have access to the contents of user
folders on the service.
To mitigate this risk, experts
suggest encrypting the documents
you share before sharing them
through a service like Dropbox.
However, even this is not foolproof.
For example, OpenSSL, a popular
open-source method for encrypting websites, was the subject of a
security vulnerability aptly called
“Heartbleed”, which completely
defeated the encryption algorithm.
Codenomicon, http://heartbleed.
com/ (July 16, 2014). In addition,
the volunteer development team for
another popular and open source
encryption software, TrueCrypt,
was abruptly disbanded in May,
2014, without notice or much explanation to its user base. A. Hern,
Encryption Software TrueCrypt Closes
Doors in Odd Circumstances, http://
www.theguardian.com/technology/2014/may/30/encryption-software-truecrypt-closes-doors (July
16, 2014). As a result, this software is unsupported, leaving users
exposed to future potential security
problems. Both of these encryption
protocols became popular in part
because they are free, which virtual
lawyers seem to like. “Free” initially, however, does not mean free
from problems later.

Moreover, the revelations related to government activities as a
result of the series of articles in
The Guardian based on Edward
Snowden’s disclosures about the
National Security Agency present
a further challenge to preserving
electronic client confidences. M.
Guess, NSA Allows Australia to Spy
on US Law Firm, http://arstechnica.com/tech-policy/2014/02/
nsa-sanctions-australias-spying-onus-law-firm-representing-a-foreigncountry/ (July 16, 2014).; see also J.
Menn, Exclusive: Secret Contract Tied

NSA and Security Industry Pioneer,
h t t p : / / w w w. r e u t e r s . c o m / a r t i cle/2013/12/20/us-usa-securityrsa-idUSBRE9BJ1C220131220 (July
16, 2014).; see also C. Savage, NSA
Said To Search Content of Messages to
and from U.S., http://www.nytimes.
com/2013/08/08/us/broader-sifting-of-data-abroad-is-seen-by-nsa.
html?pagewanted=all&_r=0 (July
16, 2014). Based on Snowden’s allegations as published in The Guardian,
the government may have had direct
access to data held by large U.S.
companies that some of us may have

entrusted with confidential information. The Snowden revelations create
additional uncertainty as to confidentiality for practitioners using
cloud or online systems to provide
legal services.
Maryland’s Ethics Rules. The
Maryland Ethics Rules recognize
that attorneys, subject to certain
restrictions, need to be able to
advertise in order to find new clients. The Rules provide, “(a) [s]
ubject to the requirements of Rules
7.1 and 7.3(b), a lawyer may advertise services through public media,
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such as a telephone directory, legal
directory, newspaper or other periodical, outdoor, radio or television
advertising, or through communications not involving in person contact.” Md. Lawyers’ Rules of Prof’ l
Conduct R. 7.2(a) (2014).
Web advertisements by virtual attorneys need to address the
same compliance requirements as
any other attorney, including the
record keeping requirements set
forth in the ethics rules. Websites
and SEO-optimized content do not
likely violate the rule against inperson contact, but other technologies may, such as instant messaging
or real-time chat. In addition, some
lead-sharing sites that attempt to
claim a percentage of attorney’s
fees collected may violate fee sharing limitations with non-attorneys
under Rule 5.4. M d. Lawyers’ Rules
of P rof ’ l C onduct R. 5.4 (2014).
Although the problems are not new,
some of the technology enabling
“virtual” communications is, and
often occupies uncertain legal ethics
ground.
The Maryland Ethics Rules proscribe the practice of law without a
license. Practicing without a license
is known as the “unauthorized practice of law” or “UPL.” Rule 5.5 provides that:
• (a) A lawyer shall not practice
law in a jurisdiction in violation
of the regulation of the legal
profession in that jurisdiction, or
assist another in doing so.
• (b) A lawyer who is not admitted to practice in this jurisdiction
shall not: (1) except as authorized by these Rules or other
law, establish an office or other
systematic and continuous presence in this jurisdiction for the
20
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practice of law; or (2) hold out to
the public or otherwise represent
that the lawyer is admitted to
practice law in this jurisdiction.
M d . L awyers ’ R ules of P rof ’ l
Conduct R.5.5(a)-(b) (2014).
However, what constitutes the
“practice of law” is not easy to determine as there is not a single definition adopted in all states. Rather,
the definition varies widely from
one jurisdiction to the next. Compare
Md. Bus. Occup. & Prof. Code Ann.
§ 10-601 (2014) with O.R.C. Ann. §
4705.01 (2014) and N.C. Gen. Stat.
§ 84-4 (2013). This is out of step
with the reality of the larger business community in the 21st century,
where many businesses, large and
small, have a presence in more than
one state or do business in more than
one state.
Technology has made interstate
commerce easier and has also
reduced the cost to do business
across state lines. However, the
various UPL statutes for attorneys,
in combination with the onerous
and relatively expensive process
for being admitted to practice law
in other states, runs completely
counter to these trends. Competing
with out-of-state attorneys for legal
work in a state can harm attorneys
economically – particularly if the
competitors practice in a jurisdiction where overhead and costs are
significantly less -- think of a rural
Alabama attorney taking clients in
downtown Manhattan. Virtual law
firms present a similar threat financially because they likely can operate with lower overhead than traditional firms. At least in the short
term, however, virtual attorneys
will need to be as vigilant as, if not
more so than, non-virtual attorneys
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in respecting the “real” geographic
boundaries of the virtual attorney’s
license to practice law.

Looking Ahead
Based on the ABA Law Practice
Division’s definition, it is estimated
that a small minority – 7 percent –
of law firms are “virtual.” R. Granat
& S. Kimbro, The Future Is Now:
The Virtual Law Practice, http://
legalinkmagazine.com/2014/06/
the-future-is-now-the-virtual-lawpractice/ (Sept. 26, 2014). In light of
the dramatic changes in technology
over the last 10 years, along with a
sea change in cultural expectations
about attorney availability, cost,
and responsiveness, more firms are
expected to adopt a “virtual” model
in the next few years. The persistence and growth of online law
service providers, such as Rocket
Lawyer and LegalZoom, comes at
the expense of traditional law firms,
and reflects an economic pressure to
increase responsiveness and reduce
the cost of legal services, while
still ensuring ethical compliance. R.
Zahorsky & W. Henderson, Who’s
Eating Law Firms’ Lunch?, 99 A.B.A.
J. 10 (2013), available at http://www.
abajournal.com/magazine/article/
whos_eating_law_firms_lunch/ . In
2012, LegalZoom had filed the necessary legal documents in advance
of a subsequently scuttled initial
public offering. Its financial statements revealed that it had generated in excess of $150 million in
revenue in 2011 – which is a whole
lot of $69 wills. http://www.nasdaq.com/markets/ipos/filing.ash
x?filingid=8223842#A2209299ZS
-1_HTM_FE73503_LEGALZOOM_
C O M , _ I N C _ _ C O N S O L I D AT _ _
LEG03695 (Sept. 26, 2014). Adopting

more efficient and customer-facing
technologies – “virtualizing” a law
firm – is probably the surest way
for attorneys to remain competitive
and solvent.
Fundamentally, technology has
significantly impacted the practice
of law. Part of that impact has been
felt in the greater access to information that previously was only
available in proprietary database
systems. Part of that impact has
also been felt in more cost effective
methods to acquire new clients and
provide more access to the legal
system through fixed cost or unbundled legal services that may be provided electronically. However, not
all aspects of these changes have
been welcomed by the legal marketplace with open arms. For one,
our ethics rules have not embraced
the changes driven by technology
to the delivery of legal services,
leaving the practicing lawyer with
uncertainty about the ethics status
of newer technologies available to
support the practice of law. In addition, there are substantial questions
about the security and integrity of
some of the technology available to
lawyers to support virtual practices.
There is one constant: change, and
one consistent struggle for all of us:
trying to keep up with it.
Mr. Faith is a technology attorney and
Assistant Professor at the Community
College of Baltimore County, where he
teaches business law and legal writing. He
may be reached at tim@faithatlaw.com.
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Open Source Software:
Buyer Beware of Custom
Development and M&A
Transaction Risks

By Heather R. Pruger and Adam S. Zarren

D

oes your client develop software for others, or does it purchase customized software solutions from others? Do you

have a client that is buying or selling a business? If so, there are
numerous business and legal issues related to third-party intellectual property – and open source software, in particular – to
be aware of in order to help your clients avoid
the problems and substantial expenses that
companies engaging in transactions involving
software products frequently face. This article
provides a brief overview of the complex
nature of open source software, the benefits
and risks of incorporating open source components into a software product, how to manage
some of these risks, and how to prepare for a
transaction involving open source software.
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What is Open Source
Software?
In simple terms, open source software is software that can be freely
used, changed, and shared by any
member of the general public. The
source code of open source software
is made publicly available at no cost,
but is subject to open source licenses.
To contrast, the source code of proprietary software is not made publicly
available and is protected by copyright, patent, trade secret, and other
applicable laws.
While limited “free software” was
available as early as the 1950s, the
concept lost traction in the late-1960s
and 1970s as the software industry
began to grow and started to compete with hardware manufacturers’
bundled software products. Closely
tracking the commercial emergence
of the Internet, the “free software”
movement regained traction in the
late 1980s with the launch of the GNU
Project by Richard Stallman of MIT’s
AI Lab and publication of the first
version of the GNU General Public
License, along with the formation of
the Unix Computer Science Research
Group through the University of
California at Berkeley and publication
of the first BSD License.
The “free software” movement grew
steadily through the 1990s and the “dot
com” years. The label “open source”
was first coined in 1998 in connection with Netscape Communications
Corporation’s release of the source
code for the Netscape Communicator
Internet suite under its new Netscape
Public License, which was substantially similar to a GNU General
Public License except that it allowed
Netscape to continue to publish proprietary work containing the publicly
released code.
Since then, despite quality control
24
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concerns and other risks associated
with its use and integration, open
source software has continued to
expand exponentially in both popularity and prevalence. In fact, open
source is now being utilized by commercial enterprises to replace certain
custom components to reduce development time and cost. While this
growing trend has considerable benefits, there are many factors to consider when deciding whether to create custom code or to use open source
code for a component to a software
application. The number and range
of licenses under which open source
software is offered have multiplied,
although most share certain traits.
For example, open source software
licenses typically require that source
code be made publicly available for
use, modification, and distribution,
and that it be made available free
of charge. Open source licenses also
often require that certain disclosures
be made by any subsequent user
of the software, and that the source
code itself continue to contain certain
notes and instructions (e.g., attribution provisions), among other restrictions and requirements.

Benefits of Open Source
Software
Open source software has become
increasingly ubiquitous as a resource
that allows software developers to
develop and deliver innovative applications under shortened deadlines
and reduced budgets. In today’s environment, where economic pressures
require businesses to do more for less,
businesses more often turn to open
source solutions to provide the building blocks and add-on components
for software products that would
otherwise be time and cost prohibi-
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tive to build entirely from scratch. In
fact, open source software provides a
broad range of benefits. For example,
not only does using an open source
product relieve a developer of having to create a new software component from scratch, it does so without
the licensing fees that are typically
associated with use, modification, and
distribution of otherwise comparable third-party software components.
Open source software can be easier to
manage than proprietary third-party
software, as open source products do
not require location- or machine-specific counting, tracking, or monitoring, whereas proprietary third-party
software products are often licensed
on a per-instance basis and require
close monitoring. Unlike traditional
software solutions that push out new
releases and patches on a periodic
basis, open source software is continuously updated and improved in
real time. Additionally, developers
can easily “pull back the curtain”
from open source products (unlike
traditionally locked-down proprietary
solutions), allowing them to closely
examine and explore the code itself
to better understand the product and
make customizations to allow the software to best serve the needs of the
developer or the developer’s client.

Risks of Open Source
Software
At the same time, however, open
source software presents a broad range
of risks. While open source software
may not require payment of licensing fees, it can have unanticipated
testing, debugging, implementation,
administration, and support costs.
Open source software tends to present a more significant learning curve,
as it may not adhere to any standard

set of protocols. Users are left on their
own to figure out any problems or
challenges without a user manual or
customer support. While the open
source community can provide helpful guidance, and can often be highly
responsive, there is no duty to provide
guidance or assistance. In addition,
the community associated with any
particular software may dry up at any
time, leaving the open source software
on which a developer based a product
as an orphan product that is no longer
being supported or developed by the
open source community. While open
source software may be free, it is also
transparent – the general public has
the right to see what the software
does and how it works, and can use,
modify, and distribute the software for
its own purposes, free of charge.
Most significantly, however, it

is very easy for a business utilizing
open source to inadvertently breach
one of the many requirements and
restrictions of an open source license,
including prohibitions on charging
for the software itself, requirements
that the source code of the software
(and in some cases any derivation of
the software) be made publicly available, requirements that the open source
license be made available to any party
receiving open source as part of an
application, and that the source code
itself contain certain language or attribution, among many others. Breach of
an open source license can result in litigation against not just the developer of
the software product, but also against
an owner, purchaser, seller, or reseller
of a software product, for copyright
infringement and breach of contract,
among other things. There has been

an increase in litigation surrounding
open source, particularly with respect
to a general failure to disclose the
license(s), as well as providing requisite disclosure language in the code
itself. See, e.g., Other intellectual property issues—Open source software, IP in
Mergers & Acquisitions 3:52 (updated
Dec. 2013) (noting recent increases
in open source enforcement efforts);
Titans and Trolls Enter the Open-Source
Arena, 5 Hastings Sci. & Tech. L.J. 33,
56-57 (Winter 2013) (recognizing the
recent “flood of software patent litigation” and its expansion into “the OSS
world”). Statutory remedies for copyright infringement range from injunctive relief, to impounding or reassigning ownership of an infringing derivative software product, to damages that
may take the form of disgorgement of
the infringer’s profits plus attorneys’
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fees. See, e.g., 17 U.S.C. § 501 (itemizing
statutory remedies); Jacobsen v. Katzer,
535 F.3d 1373, 1380 (Fed. Cir. 2008)
(exploring actionable claims related to
open source license disputes).
While the majority of such lawsuits
tend to settle, they can nonetheless
be devastating to a company, particularly in light of the costs of defense
and the potential for a determination
that the software developed and used
as proprietary is, in fact, derivative
and, thus, free to the public. Under the
applicable statute of limitations (the
date of accrual being when the plaintiff
had actual or constructive knowledge
of the infringement), a company’s risk
may remain uncertain long after mitigation steps are taken. 17 U.S.C. § 507
(establishing a three-year statute of
limitations for civil copyright infringement actions and a five-year statute of
limitation for criminal actions).

Managing the Risks
Associated with
Open Source Software
As counsel to a software developer, a
company that develops, sells, resells,
or purchases software, or one that
purchases or sells a company utilizing
software, it is important to understand
not just the benefits and risks associated with open source software, but
also how to manage these benefits and
risks. Best practices include educating
the decision makers in the company on
how certain open source licenses will
impact its business model, developing
and implementing internal policies
and procedures to identify, document,
and track the extent to which open
source software components have
been incorporated into software. They
also include developing an evaluation
and approval process to better understand and control the risks associated
26
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with those open source components,
and adopting procedures to maintain
ongoing compliance with the applicable open source licenses.
Understand Open Source Licenses’
Impact on the Company’s Business.
Companies that seek to purchase a
custom software solution are often
unaware that open source software
is even incorporated. Therefore, it is
critical that the technology specialists
are made aware of this possibility so
that they can ask the right questions in
advance. Before a company can realistically identify and evaluate whether
a particular open source component
is appropriate for integration into the
company’s software product, it must
first understand what open source
software is and how the applicable
open source license(s) will impact the
company’s business model, from a
practical, financial, and legal perspective. Once it understands the range of
open source licenses and their restrictions and requirements, the company
can move forward to develop and
implement protective policies. This
will help to ensure that the company
does not find itself with a software
product encumbered by restrictions
that require it to comply with problematic license(s) requirements moving forward or to rethink its business model, or subject it to otherwise
avoidable legal and financial risks.
Identify and Document Open Source
Components; Establish Approval
Processes. Steps should be taken to
audit a company’s key software products and evaluate the extent to which
open source software components are
present. Where a software product is
key to the company’s business, open
source components are best evaluated before they are ever incorporated.
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Where customized software already
exists, source code scanning or “code
matching” tools are the gold standard
for independently evaluating the product’s source code, particularly if the
product’s development was not properly documented. These scanning tools
will compare the source code of the
company’s software product against
known open source code and identify
any matches. If a scanning tool is costprohibitive, or if only limited source
code needs to be reviewed, it may
be feasible to have a developer comb
through the source code manually.
This audit will provide baseline
documentation for the audited software products. The company should
then continue building on this documentation as it continues to develop the software, and should create a
policy for ongoing oversight, evaluation, approval, and use of open source
components.
Evaluate Open Source Components.
If one or more open source components are identified in the company’s
software product, all applicable open
source licenses should be identified
and reviewed. You and your client
should then carefully review the terms
of these open source licenses along
with the historic and current uses of
the software to determine whether the
Company is in compliance with all
applicable licenses or whether corrective action is necessary.
Develop Procedures to Track Open
Source Software Use and License
Compliance. After implementing oversight and approval processes to help
guide its developers, a company should
develop and implement a process so
it can track the continued use and
incorporation of open source software,
the applicable open source licenses,

and compliance with the license terms.
The details of open source software
use (e.g., history, derivations, distribution) should be outlined with the corresponding open source license information, and the software should be
periodically reviewed to evaluate use,
log, and license information to ensure
continued compliance with all applicable licenses.

Preparing to Engage in
a Transaction that May
Involve Open Source
Software
If your client is planning to engage in
an M&A transaction, during due diligence it is best to gain an understanding of the target’s software products
and determine whether open source
(as well as any third-party intellectual property) is incorporated. When
this facet of the due diligence process
is not addressed, it is increasingly
leading to business disputes which
can end in litigation, a trend that
likely will continue in the foreseeable future. If open source is present
in your client’s transaction, a good
understanding of the surrounding
facts and circumstances will enable
you to effectively advise a client of
the potential risks associated with
that particular software in the event
that infringement may have occurred.
In many cases, inclusion of appropriate representations, warranties, and
other provisions in the transaction
documents is also important.
Due Diligence. In addition to the typical due diligence process, due diligence in transactions that involve
open source software should include
a number of additional questions concerning the software, the target’s protocols and audits of the software, and

potential concerns relating to the software. For example:
• Does the target have a policy in
place for open source software
management?
• Is there an approval process prior
to integrating open source software components into proprietary
software?
• Can the target provide a list of all
open source software components
that have been incorporated into
its software?
• Has the target audited its software
to determine its level of incorporation of open source software
and its level of compliance with
the applicable license? If so, when,
how, and what were the results?
• What percentage of the target’s
software is comprised of open
source software components? In
each key software product? In the
target as a whole?
• Is the target in compliance with all
appropriate open source licenses?
• If not, can violations of licenses be
mitigated? How?
• Have there been any letters,
threats, or allegations from third
parties relating to the target’s use
of open source software or compliance with open source licenses?
Any litigation?
In addition to requesting this information, particularly where a proprietary software product is a critical
or substantial part of a transaction, a
potential buyer should consider having an independent evaluation of the
software product performed – either
by using a source code scanning tool or
by having an independent third-party
developer manually evaluate the code
– to identify any differences between
the target’s stated use of open source
code and the product’s actual use.

Transaction Documents. In any acquisition transaction involving open source
software, both buyer and seller should
carefully negotiate the representations
and warranties concerning open source
software use and open source license
compliance within the purchase agreement to allocate risk appropriately.
Depending on the results of due diligence, a buyer may also request other
protective measures, such as indemnification from the seller for any claims
that may be brought related to infringing activities that accrued on or before
closing, and/or escrow of some portion of the purchase price until expiration of the applicable statute of limitations for infringement claims arising
prior to closing.

Conclusion
While open source software presents companies with numerous benefits, including shortened development times and reduced cost, open
source licensing arrangements come
with potentially significant and costly
risks, which are frequently left unaddressed until too late. By understanding what open source software is, the
range of restrictions and requirements
imposed by open source licenses, and
the steps that can be taken to protect
against, minimize, and mitigate the
risks associated with integration of
open source components into a customized software product, you and
your client can successfully navigate
through the open source minefield
and realize the time- and cost-saving
benefits of this resource.
Ms. Pruger is an Associate and Mr. Zarren
a Partner at Saul Ewing LLP. They may
be reached at hpruger@saul.com and
azarren@saul.com, respectively.
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Technology and
the Courts
By the Maryland Judiciary

C

oping with rapid technological advancements
may be challenging, but the technology
revolution has also created unique opportunities
for courts to better serve the public. Wireless
networks, social media, the widespread use of
tablets and smartphones, and countless
social and business apps are just the
first wave of tools that play an
integral role in our daily lives and
subsequently influence the daily
operations of the courts.

28

Maryland Bar Journal

November 2014

November 2014

Maryland Bar Journal

29

According to the Pew Internet
Project’s research related to mobile
technology, as of January 2014:
• 90 percent of American adults
have a cell phone
• 58 percent of American adults
have a smartphone
• 32 percent of American adults
own an e-reader
• 42 percent of American adults
own a tablet computer
See Pew Research Internet Project,
Mobile Technology Fact Sheet, http://
www.pewinternet.org/fact-sheets/
mobile-technology-fact-sheet/ (last
visited Sep. 24, 2014).
Many people no longer have home
phones, and millions of people conduct business every day using only
mobile phones. Courts across the
country are responding to this shift
and updating technologies to further
enhance the delivery of court services
and access to justice.
For example, last year the Maryland
Judiciary renovated its flagship website, www.mdcourts.gov. Design
efforts included making good use of
simple features and minimalist design
standards to create a better mobile
experience, as well as streamlining the
site’s overall navigation and enhancing video streaming features.
Nationwide, courts are revitalizing their websites and experimenting
with smartphone apps that can display dockets for trial courts, as well as
more detailed information regarding
individual cases. In some instances,
with the touch of a button, users can
see up-to-the minute listings and filings. Maryland is looking at apps
that have been developed to help
self-represented litigants and allow
for case filings from smartphones and
Android mobile devices.
In addition to ongoing efforts to keep
pace with technological innovations,
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Maryland and other courts are wellequipped to provide increased online
protection from cyberattacks and data
breaches. Courts seek out and implement increasingly sophisticated safeguards and monitoring to thwart these
ever-evolving threats and prevent them
from compromising data security and
court operations while helping to safeguard individual privacy.
Maryland is also making significant strides to respond to the need
for improved access to court services
among the bar and other court users.
The most visible example of this is the
Maryland Electronic Courts initiative,
known as MDEC.

Maryland Electronic Courts
(MDEC)
MDEC is a single judiciary-wide integrated electronic case management
system that eventually will be used
by all courts in the state court system.
Courts will collect, store, and process
records electronically, and will be able
to instantly access complete records
as cases travel from District Court to
Circuit Court and on to the appellate courts. The new system will ultimately become “paper-on-demand,”
that is, paper records will be available
when asked for specifically.
In October 2014, the Maryland
Judiciary launched MDEC in Anne
Arundel County, making it the first
county cleared for e-filing. More than
200 attorneys have been trained on the
new system and can file documents
with the courts electronically. Working
in partnership with the Anne Arundel
County Bar Association, the Maryland
State Bar Association, and other justice partners, the Judiciary has devoted countless hours and resources to
ensuring that attorneys, in addition
to law firm administrators, paralegals
and law firm personnel who do court
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filings, understand how the new case
management system works and how
it will be utilized for e-filing, attorney
registration, new case initiation, and
subsequent filing.
Statewide rollout of MDEC will take
place over the next several years and
e-filing for attorneys will become mandatory county by county as the conversion to the new MDEC system proceeds.
“We have been planning and preparing for this for a number of years and
have been involved since the beginning,” says Anne Arundel County
District Judge John P. McKenna, who is
the administrative judge for District 7.
The Judiciary will continue to provide
e-filing presentations for law firms and
bar associations across the state. E-filing
webinars and online tutorial videos will
be posted available on the Judiciary’s
website, www.mdcourts.gov.
“Generally, going electronic with
MDEC was a critical step to updating the
Maryland Judiciary with the rest of the
world and other state court systems along
with federal courts,” says the Honorable
Paul A. Hackner, Administrative Judge
for the Circuit Court for Anne Arundel
County. “MDEC will allow courts to
improve service to the public by helping
to deliver justice more effectively and
equitably.”
As the pilot and subsequent rollout
continues, District Court of Maryland
Chief Judge John Morrissey said the
Judiciary is committed to providing
members of the bar with the ongoing
training and technical support they
need to navigate e-filing and the new
MDEC case management system.
“Our support team is here for the
entire length of this project and we will
be responsive to the needs of the bar,”
Chief Judge Morrissey says. “We will
also have opportunities for members of
the bar to provide feedback throughout
this change management process.”
Court officials are continuing to

monitor the piloting of e-filing and
the operations of MDEC, as software
development moves the process forward with the assistance of Tyler
Technologies, the company which
created the case management software, also known as Odyssey. Tyler
has successfully deployed Odyssey
statewide in Indiana, Minnesota,
New Hampshire, New Mexico, North
Dakota and South Dakota. In addition
to statewide clients, Odyssey serves
counties in eight other states. Including
Maryland, Odyssey will serve more
than 500 counties with a combined
population of over 50 million.

connections to the local detention center and the court’s audio and polycommunications systems. The new
infrastructure is sophisticated enough
that it can be easily connected with
future technologies to further enhance
the operations of the courtroom.

MDEC Courtroom
The District Court of Maryland Glen
Burnie courthouse offers a unique
glimpse into the future of what courtrooms across the state will look like as
MDEC is implemented. As the state’s
first electronic courtroom, it serves as
a model for how cases are presented
in the courtroom without paper. The
courtroom boasts a new audio and
video system that includes a monitor
for the judge featuring touch panel
screens to enable master controls of
all courtroom audiovisual equipment.
Monitors also are mounted on attorney
tables, the witness stand, and the walls.
Glen Burnie’s new audiovisual
solution has earned it a place in history as the first courtroom in the nation
to provide real-time, two-way digital
communication between judges and
parties. More specifically, an attorney
can bring in a laptop, connect to the
system, push information to the judge
and the judge can decide who else in
the courtroom will be able to see this
digital information. Automated functions of turning displays on and off
and routing video to specific monitors
are effortless. This same technology
allows for video bail hearings with

Courts of Tomorrow
Although courts are moving forward
with adapting new strategies to integrate technology into daily operations,
it is clear that these innovations are
developing at a rapid pace. Ultimately,
the courts of tomorrow may look very
different from what exist today. For
example, as phones, tablets, and other
communications devices have become
smaller and more mobile, their shrinking size has presented some challenges.
Some users struggle to see information
on smaller screens, while others are
frustrated by frequent typing errors
caused by adult-sized hands on miniature keys. However, less space on
screen-based displays means the evolution of screenless displays, in which
full-sized keyboards are projected onto
a surface for users. Already in use in
some sectors, MIT’s Media lab publicized an inexpensive holographic prototype color video display with the
resolution of a standard television last
year. Noubar Afeyan, Top 10 Emerging
Technologies for 2014, World Economic
Forum (February 26, 2014), available at
http://forumblog.org/2014/02/top-

ten-emerging-technologies-2014/.
Taking this a step further, efforts are
underway to project images directly
onto a person’s retina, eliminating
the use of hardware, but also placing
protections in place to maintain individual privacy by permitting people
to interact with computers without
others sharing the same view. In the
personal gaming and cinema industries, these types of technologies are
gaining considerable momentum.
Technology on the not-too-distant
horizon may include the use of interfaces that will circumvent the eye entirely
and transmit data directly to the brain.
Related innovations include mobile
phones for those with visual disabilities
and the elderly, virtual reality headsets
and other wearable technology, bionic
contact lenses, and hologram-like videos projected with minimal technology. The advantages and opportunities
these technologies present to advancing access to justice are enormous, as
well as increasing court efficiencies,
improving employee productivity and
enhancing the customer service experience. Noubar Afeyan, Top 10 Emerging
Technologies for 2014, World Economic
Forum (February 26, 2014), available at
http://forumblog.org/2014/02/topten-emerging-technologies-2014/.
For more information about MDEC and
e-filing, call (410) 260-1488.
This article was prepared and submitted
by the Maryland Judiciary.
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A Legal Perspective
By Eric G. Orlinsky,
Kathryn L. Hickey,
and David T. Shafer
At a recent symposium on cybersecurity, the
Honorable Thomas Ridge, the first Secretary
of the U.S. Department of Homeland Security,
stated that “there are two kinds of companies in this world – those that have been
hacked and know it and those that have
been hacked and don’t.” Hacking, theft, and
privacy breaches are just a few examples of
what modern-day businesses must protect
against every day. The increased threat of a
cyber-breach closely parallels the rise in the
use of technology in business, the legal profession, and society as a whole. As a result,
attorneys must be attuned to the legal issues
relating to, obligations of, and protective
measures available to their clients in the field
of cybersecurity.
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The increasing number of cyberbreaches has ushered in a host of new
disclosure and compliance regulations, as well as data breach-related
litigation. At the same time, the role
of attorneys in the cybersecurity field
has grown considerably. While the
responsibility of dealing with cybersecurity matters was once exclusively
the domain of the IT department,
increasingly, attorneys are taking a
leadership role in planning for, and
responding to, cyber incidents. The
complexity of cybersecurity regulations, cyber-related contracting,
cyber-related insurance coverages,
and the application of the attorneyclient privilege and the work product doctrine to cyber issues makes
legal counsel indispensable in coordinating cybersecurity planning and
response efforts. Each of these areas,
if planned for properly, can help a
business weather the inevitable data
breach smoothly and can afford an
increased level of protection during
any resulting litigation.

Contractual Provisions and
Drafting Considerations in
the Cybersecurity Context
The threat of a cyber attack and the
extent of potential damage to an organization continues to grow with daily
technological innovations. Similarly,
the technological and legal resources
available to prevent and mitigate a
breach continue to expand.
One area that has undergone
change in the context of cybersecurity
is commercial contracts. Contracts
that were executed as recently as
five years ago may be insufficient to
address liability related to a cyber
attack. Due in part to the reliance on
technology to share information, contractual relationships need to be built,
34
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and contractual provisions now need
to be crafted, with an eye towards
cybersecurity. The method and location of storage, and the means of
regulating access to sensitive information are all critical to maintaining
cybersecurity when multiple parties
are involved in a project. To best
protect the intellectual property and
information of a business, as well
as sensitive customer information,
parties should discuss and expressly agree to contractual terms that
address the nuances of informationsharing, information management,
and security of data.
Contracting parties should also
specifically consider including contract terms that provide indemnification for any cyber-breach that occurs
as a result of a contracting party’s
insufficient cybersecurity practices.
Contracts should also include provisions that discuss when, and by
whom, notifications must be made
to third parties injured by a breach.
These terms may supplement notifications that are statutorily-mandated
and should be reviewed frequently
to ensure that they do not conflict
with current laws and regulations.
Expanding an organization’s contracts to address cybersecurity related issues not only makes good business sense, but, given the context and
the industry as discussed below, may
also be required by law.

Cyber Insurance Policy
Considerations
As the pace and extent of data
breaches increases, it is prudent for
organizations to have adequate cyber
insurance coverage. The cost associated with responding to a data breach
varies depending on the scope of the
breach and the size of the organiza-
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tion; however, response vendors and
litigation fees alone can push the
price far higher than many organizations can absorb. Even a seemingly
small breach can quickly overwhelm
an in-house IT department when confronted with the necessary in-depth
forensic investigation, post-breach
real time monitoring of systems, and
remediation measures, not to mention the energy and resources that
may then be required to deal with
ensuing litigation. Frequently, the
nature of the breach will necessitate
the retention of multiple outside vendors to re-establish an organization’s
cyber-infrastructure.
For example, according to the
Ponemon Institute, in 2013 there were
over 2,000 reported data breach incidents in the United States involving
an average of 30,000 records. A study
of insurance claims filed during 2013
indicates that a “typical” data breach
claim can cost anywhere from $25,000
to $400,000, with a median claim
payout of $242,500, not including
costs for legal fees and crisis services. While “standard” insurance
policies may provide some coverage
for these costs, recent court decisions and changes to policies make
the availability of coverage questionable. As a result, entities that face
potential data breach liability must
take proactive steps to minimize the
risk and secure insurance coverage to
protect against a loss.
First-party coverage generally reimburses an organization for
costs incurred in connection with a
data breach. Such costs are typically
incurred in connection with crisis
management, public notice requirements, remediation, and engaging
outside consultants and vendors.
Businesses should also consult with
legal counsel to evaluate their level
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of risk and determine if third-party coverage is needed. Third-party
coverage protects the organization
against liability and defense costs
associated with customer claims and
regulatory actions.
Attorneys must be aware of the
importance of comprehensive cyber
insurance policies and should proactively urge their clients to consider
the risks associated with a potential data breach and the importance
of maintaining adequate coverage.
If a business has no specific cyber
insurance coverage, counsel should
work to identify an appropriate cyber
insurance program. If a cyber insurance policy is already in place, counsel should periodically review the
coverage with the client’s insurance
broker to determine whether there
are any coverage gaps and ensure
that the policy is consistent with the
current cyber landscape and the organization’s needs. The evolving and
technical aspect of cyber insurance
also makes it essential to have a
lawyer well-versed in insurance coverage review all of the company’s
insurance policies. Frequently, businesses believe they are adequately
covered when in fact they are not.
Key considerations to keep in mind
when selecting and reviewing cyber
insurance policies include coverage
for forensic investigation, notification
costs, credit and identity monitoring
services, public relations, legal fees,
regulatory penalties, costs of mitigating damages, and scope of liability.

The Ever-Changing
Landscape of Legal
Obligations and
Compliance Regulations
Just as an organization’s contracts
and insurance policies may be out36
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of-date with respect to cybersecurity issues, many companies are
not aware of current statutes and
regulations governing cybersecurity
issues. Legislatures and other regulatory bodies across the country have
recently made considerable revisions
to cybersecurity related laws and
regulations. Thus, organizations (and
their counsel) should make an active
effort to stay up-to-date on changes
to federal and state laws and regulations regarding cybersecurity.
While there is no general federal
duty to protect personal data, there
are more than 50 federal statutes
addressing cybersecurity in some
form. Statutes range from routine
disclosure mandates to affirmative
obligations to prevent breaches. See,
e.g., MD Code Ann., Com. Law §
14-3500, et seq., D.C. Code § 28:3851,
et seq., Va. Code Ann. § 18.2-186.6.
For example, the Securities and
Exchange Commission now requires
public companies to make certain
disclosures about cyber threats and
risks to investors. In addition, the
Gramm Leach Bliley Act creates an
obligation for financial institutions to
secure and protect personal information of customers. 15 U.S.C. § 6801,
et seq. The sheer volume of laws
and regulations makes it critical that
an organization obtain legal counsel
with respect to the identification and
analysis of all applicable cybersecurity legislation within its field. Not
doing so may result in exposure to
regulatory action and litigation.
In addition to federal statutes and
regulations, most states have laws
that require affected organizations to
safeguard against, investigate, and
disclose cyber-breaches. For instance,
Maryland law mandates that a business using a non-affiliated third
party as a service provider, where
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personal information is disclosed,
enter into a written contract with
the third party requiring them to
implement and maintain reasonable
security procedures. MD Code Ann.,
Com. Law § 14-3503. Furthermore,
when a business owns or licenses
computerized data that includes the
personal information of an individual
residing in Maryland, the business
is required to conduct a good faith
and prompt investigation when a
breach has occurred. MD Code Ann.,
Com. Law § 14-3504. Following the
investigation, Maryland law requires
the affected business to notify individuals whose personal information
may have been misused, as well as
the Maryland Attorney General. The
method of notification, and information required in the notification, is
also statutorily prescribed. To comply
with the level and method of notification required, the cost incurred by a
business can be substantial.
The regulatory landscape is
detailed, particularly for an organization whose business spans
multiple states. For illustration,
Maryland’s laws apply to all businesses with personal information on
Maryland residents, regardless of
the business’ location. Other states,
like Virginia, have similar requirements on businesses. notify affected
Virginia residentswhen their personal information has been compromised. Va. Code Ann. § 18.2-186.6.
Similarly, the District of Columbia
only requires entities that conduct
business in the District to notify D.C.
residents when their personal information may have been compromised. D.C. Code § 28-3852 (emphasis supplied). A careful and detailed
review is necessary to fully grasp an
organization’s obligations under the
laws of all applicable states and to

understand the interplay between
these obligations and applicable federal laws and regulations.
Attorneys can further assist their
clients with navigating legal and regulatory disclosure requirements by
preparing templates for notification
letters and announcements prior to a
cyber-breach. An organization is in a
far better position to ensure compliance, without risking over-disclosure,
if it examines disclosure requirements
and prepares templates of letters and
notices prior to a breach. The hours
immediately following a breach can
often be chaotic, and notifications
that are hastily drafted in the wake of
a breach will almost inevitably lack
the careful tailoring that is possible
if such documents are composed and
reviewed well in advance.

National Institute of
Standards and Technology
Cybersecurity Guidance
The National Institute of Standards
and Technology (“NIST”) has issued
a “Framework” that is available for
use by organizations as a model for
cyber-preparedness and responsiveness. The basis of the Framework
is Executive Order 13636, in which
President Obama called for the development of a cybersecurity framework
to help organizations that are primarily charged with providing the
nation’s financial, energy, health
care, and other critical systems. The
Framework is a scalable, voluntary,
and risk-based set of industry standards and best practices designed to
help organizations manage cybersecurity risks. Though it is not a mandatory compliance measure, organizations that implement the Framework
– regardless of their size, degree of
cybersecurity risk, or cybersecurity

sophistication – can identify their
legal vulnerabilities, make adjustments as necessary, and improve the
security of their critical infrastructure
and data. Equally as important, by
implementing these best practices, an
organization may be able to demonstrate that it has met its duty of care
with respect to the protection of personal data, thereby limiting potential
litigation exposure.
The Framework is not, however, a
one-size-fits-all solution for managing cybersecurity risk. Rather, it is
a prioritized, flexible, cost-effective
approach to managing an organization’s cybersecurity risk. The scalable approach is best demonstrated through the Framework’s use of
Implementation Tiers (“Tiers”). The
Tiers characterize an organization’s
cybersecurity practices over a range,
from Partial (Tier 1) to Adaptive
(Tier 4). Organizations should work
together with legal counsel to determine the desired Tier, ensuring that
the selected level meets the organization’s goals, is feasible, and provides a comfortable level of cybersecurity. From a regulatory perspective, the higher the Tier, the more an
organization is able to demonstrate
a commitment to preventing data
breaches, which is helpful if a negligence lawsuit arises out of a breach.
Implementation of the Framework is
a step towards demonstrating that an
organization has met the standard of
care required.

An Attorney’s Role in
Planning for a Cyber-breach
In the current environment, an organization that has suffered a cybersecurity breach is highly likely to
face litigation from multiple parties. In fact, the growing body of

data breach incidences shows that
a lawsuit will likely be filed within days following a breach. As a
result, an organization should have
engaged counsel prior to a breach
to determine the routine regulatory
and compliance requirements and
to assist in creating policies that
satisfy the various aspects of each.
Additionally, an organization
should have in place an up-todate Cyber Incident Response Plan
(“CIRP”). While the bulk of the CIRP
should focus on disaster recovery
and continuation of operations postbreach, it should also be prepared
with an eye towards limiting legal
exposure and preparing for lawsuits
that follow a breach. The most prepared organizations incorporate a
discussion of anticipated litigation
into the CIRP. The most effective
way to do this is to have a pre-existing relationship with attorneys and
cyber-support vendors, and involve
them in the creation and periodic
review of the CIRP. Thus, in the likely
event that the CIRP is needed to
respond to a breach, those preexisting
relationships will allow an organization to react quickly with a coordinated, organized, and appropriate
response. Even more importantly, the
early involvement of legal counsel,
particularly outside counsel, can help
limit access to a company’s internal
investigations and communications
with technology vendors and can
help satisfy the organization’s duty
to preserve evidence. As described in
more detail below, through application of the attorney-client privilege,
the work product doctrine, and hold
notices to preserve evidence, counsel
can provide the expertise to help
limit an organization’s liability for a
cyber-breach.
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Cybersecurity-Related
Litigation Considerations
Privilege Issues. The attorney-client
privilege protects communications
between an attorney and client. The
work product doctrine protects documents and other tangible items that
are prepared in anticipation of litigation. Protecting communications and
documentation becomes vital when
an organization must investigate its
own shortcomings in the context of
a data breach. In other words, the
assurance of confidentiality will promote more candid communications
amongst an organization’s personnel,
will allow for a faster and more effective response, and provide greater
ability to identify and address weaknesses in data security going forward. In order to take advantage
of the attorney-client privilege and
the work product doctrine, attorneys
must take a leadership role in coordinating the implementation of an
organization’s CIRP. If legal counsel directs and manages the internal
investigation and any loss- mitigation efforts in anticipation of litigation, the attorney-client privilege and
work product doctrine would apply
to the resulting communications and
any reports or summaries that are
prepared, so long as the company
does not later waive the privilege. If
possible, an attorney should directly
retain the outside information security, computer forensics, public relations, and crisis management firms
on behalf of his or her clients, which
will assist in demonstrating an attorney-client relationship.
Communications involving only
in-house counsel do not enjoy the
same judicial deference. Courts scrutinize more carefully the role in-house
counsel plays within a business when
third-parties challenge a privilege

claim. The courts consider the question whether in-house counsel served
the business or other non-legal functions. Reports and communications
that emanate from an internal assessment may not be protected by the
attorney-client and/or work product
privileges if a court later finds that
the in-house attorney was not performing a legal function. It is therefore generally advisable to involve
outside counsel in cybersecurity preparedness and response efforts to
maximize the odds that communications involving legal counsel will
have the benefit of the attorney-client
privilege. Involvement of outside
counsel when a company anticipates
litigation also provides an objective
indication of the company’s concerns
and motives. This step provides
strong evidence that the company’s
investigatory efforts are in anticipation of litigation, which is critical to
ensuring that the work product doctrine will apply to prevent disclosure
of reports and other documents generated as a result of investigation and
response efforts following a breach.
Litigation Holds. Because litigation is prevalent and reasonably foreseeable in the cybersecurity field, a
duty to preserve evidence exists upon
the occurrence of a breach. There are
two specific aspects of this duty, for
which counsel can provide immediate assistance. The first is drafting
and circulating adequate hold notices. An adequate hold notice can prevent relevant documents from being
destroyed, and thus minimize the
risk of future sanctions for spoliation
of evidence. Following a data breach,
suspicious files and systems are often
quarantined or deleted, increasing
the risk that relevant files may be
erroneously destroyed. Secondly,
material that may be relevant is also

difficult for most people outside of
the legal and IT fields to recognize.
Therefore, outside counsel can assist
by circulating hold notices that are
timely, provide practical guidance,
and state with specificity what must
be preserved. The involvement of
outside counsel early in the process
provides in-house counsel with an
additional layer of protection in the
event anyone, including a court or
grand jury, later questions their good
faith. The in-house legal team can
credibly assert that it relied upon
outside legal experts and acted independently of its internal constituents.

Conclusion
Leading experts warn that cybersecurity issues will only continue to
increase in importance, not only from
a business perspective, but from a
legal perspective as well. Businesses
must take steps to respond to this
growing area of concern by understanding their own level of risk and
cybersecurity posture. As attorneys,
it is critical that we are able to understand how to best protect our clients
from privilege waivers, costly discovery, regulatory fines, and contractual
liability. Integrating knowledge of
cybersecurity issues into your practice will provide value to clients and
ensure that you provide quality representation.
Mr. Orlinsky is a Partner in the Business
and Finance Department at Saul Ewing,
LLP focusing his practice in business law.
He may be reached at eorlinsky@saul.com.
Ms. Hickey is an Associate in the Business
and Finance Department at Saul Ewing,
LLP focusing on business law. She may
be reached at khickey@saul.com. Mr.
Shafer was a Summer Associate at Saul
Ewing, LLP.
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Prevailing Party A
Legal Fee Awards
Under the Lanham
Act; Supreme Court
Adds Flexibility
By James Astrachan

n April 2014 patent case
decided by the United States
Supreme Court has already
changed how courts interpret
Section 1117(a) of the Lanham Act,
the Section that allows recovery
of attorneys’ fees by a prevailing party in the discretion of the
court if the case is considered
“exceptional.”
Trademark infringement and
false advertising actions are the
more common cases brought
under the Lanham Act. They can
be brought in state and federal
courts as there is concurrent
jurisdiction. In the typical trademark case, the plaintiff claims
that the defendant has used a
colorable imitation of the plaintiff’s mark, and as a result consumers are likely to believe that
defendant is the source of plaintiff’s goods. In the typical false
advertising case, a defendant is
sued because it has made false
statements about either its products or its competitor’s products,
and those statements are likely
to influence the buying decision
of consumers.
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Sometimes a defendant’s infringement is blatant and intended; other
times, whether infringement exists is
a close call, or if found, infringement
may be unintended but still actionable.
Many of these trademark infringement and false advertising actions
settle after a preliminary injunction
is granted to the plaintiff, or denied
because the court is not convinced that
the elements necessary to establish
the cause of action have been established, or that irreparable harm exists.
Once preliminary injunctive relief is
granted or denied, the parties often
reevaluate their positions and reach
a resolution of their dispute without
the necessity of trial. Certainty of end
result becomes a factor that brings the
parties to an amicable resolution, as
is cost, for the cost to bring or defend
one of these actions can be enormous.
That cost can become profound if a
party’s tactics are designed to financially ruin the other, or one party has
to respond to unjustified positions
taken by the other.
A small percentage of cases are
tried, or disposed of on summary
judgment. And in those cases, the
court is generally able to evaluate
the relative merits of each party’s
case and, often judge whether a party’s conduct in bringing or litigating
the case was reasonable. Forming an
opinion about the reasonableness of
the merits or litigation techniques
could cause a court to conclude that
a case is exceptional and that a party
is entitled to an award of fees, fees
intended by Congress to be awarded
to a party if the other party is vexatious or harassing.
Section 1117(a) of the Lanham Act
authorizes a court to award attorneys’
fees to a prevailing party in what it
refers to as an “exceptional case.”
This was not intended to award fees
42
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to a prevailing party as a reward for
winning its case. It means a nonprevailing party may be penalized
for egregious behavior. The statutory language of the Lanham Act was
silent on an award of attorneys’ fees
for the first 30 years of its existence,
until 1975. Responding to a Supreme
Court decision holding there to be no
statutory authority to award fees in a
Lanham Act case, Congress amended 1117(a) by allowing a court to
award fees to a prevailing party if the
case was “exceptional.” In doing so,
Congress copied language from the
Patent Act language added in 1952
that authorizes a court to award fees
in “exceptional cases.”
Congress could have left Lanham
Act practitioners and courts to rely
on cases decided under the Patent
Act since 1952, to interpret the meaning of “exceptional.” It did not, and
sought to provide some guidelines to
practitioners and courts, outside the
statutory language, to enable them to
determine when a case was “exceptional,” as defined by the conduct
of one or both of the parties. The
Senate Committee on the Judiciary
reported on the amendment that fees
should be available when infringing
conduct is “malicious, fraudulent,
deliberate or wilful.” These elements
are fraught with their own vagaries
and uncertainties, and even within
these guidelines it’s still not always
easy for the courts to determine that
a litigant’s actions warrant an award
of fees. Perhaps this is because finding that one of those elements exist
would also require a finding of intent
on the part of a party to so act, something that some courts seek to avoid
or can’t muster enough evidence to
conclude. As a result, some fairly egregious activities have not resulted in
an award of attorneys’ fees, as the
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award is, after all, discretionary with
the court.
This is not a criticism of the courts
or of Congress, for Congress had provided to litigants aggrieved by bad
conduct a new remedy, and to the
courts standards to consider when
deciding whether a case is “exceptional.” Following Congress’ lead,
over the past 45 years, every federal
circuit has included some version of
these elements in decisions awarding, or refusing to award, attorneys’
fees. But it would appear that these
guides became an unintended barrier
to fee awards, and fees were not often
awarded. The Supreme Court thought
it was time for a change – a lessening
of the standard and an increase in fee
awards at least in patent cases, which
had also suffered an unintended barrier resulting from decisions of courts,
and accepted standards.
In the Fourth Circuit, courts have
awarded attorneys’ fees in Lanham
Act cases on the grounds that the
conduct of the non-prevailing party
was “wilful and deliberate.” Selchow
& Righter, Inc. v. Decipher, Inc., 228
U.S.P.Q. 374 (E.D. Va. 1985). The
determination of whether conduct is
wilful and deliberate is not a mechanical test and is inconsistent in its
interpretation. Another court held
that a defendant’s wilful conduct,
even in absence of bad faith or fraud,
is sufficient to award fees. Tamko
Roofing Products, Inc. v. Ideal Roofing
Co., Ltd., 282 F.3d 23 (1st Cir. 2002).
In another Lanham Act case, a court
found a case exceptional where a
defendant, having no defense whatsoever to infringement, persisted in
its infringing conduct merely to cause
the plaintiff to incur legal expenses.
Nightingale Home Healthcare, Inc., v.
Anodyne Therapy, LLC, 626 F.3d 958
(7th Cir. 2010). And yet, another court

has held that an exceptional Lanham
Act case would require more than isolated abuses of the litigation process,
but a “sweeping attempt to beat a
financially weaker opponent through
vexatious litigation” would qualify
as “exceptional” for an award of fees
under Section 1117(a). Securacomm
Consulting, Inc., v. Securacom, Inc., 224
F.3d 273 (3rd Cir. 2000). Add to the
mix, the inability of various courts
to form a uniform, and easy to apply,
definition of what, under the Lanham
Act, constitutes “exceptional,” what
appears to be the need to find intentional and abusive conduct, and the
likelihood of an award of fees diminishes. None of this is a criticism of the
courts, who are granted discretion to
award or not, and who carefully exercise their discretion, based on clear
and convincing evidence of bad faith
and deliberate behavior.
Add to these problems in awarding fees, the different standard that
the courts have applied to prevailing
trademark defendants and plaintiffs,
despite the Supreme Court’s copyright legal fee decision in Fogerty that
abolished a dual standard for the
award of attorneys’ fees to a prevailing copyright defendant and plaintiff. Fogerty v. Fantasy, Inc., 114 S.Ct.
1023 (1994).
In a Lanham Act case, prevailing
defendants are treated differently than
prevailing plaintiffs when it comes to
an award of fees. Most courts have
held that to make a case “exceptional,” a prevailing defendant need not
establish the bad faith of the nonprevailing plaintiff. Courts have even
awarded fees based on the advancement of controversial and unsettled
legal theories. Proctor & Gamble Co.
v. Amway Corp., 280 F.3d 519 (5th Cir.
2002). That same court, however, five
years later changed its mind, holding
November 2014
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that a party does not act in bad faith
solely because its claim, or defense
to a claim, is controversial or based
on unsettled theory. National Business
Forms & Printing v. Ford Motor Co., 671
F.3d 526 (5th Cir. 2012).
Perhaps the reason that it’s hard to
reconcile these cases, or predict what
a court might do when asked to find a
Lanham Act case exceptional is exemplified by Justice Stewart’s comments
about pornography many years ago.
He wrote that he could never intelligently create a shorthand description to define it, but that he “knows
it when [he] sees it.” It would seem
to take a lot to convince a judge that
a non-prevailing party’s case or techniques were in bad faith, or deliberate.
Against this background of an
obfuscated definition of what is and
what is not “exceptional,” and a perception that a prevailing plaintiff
needs to show what amounts to the
defendant’s bad faith and intent, in
late spring 2014, in a patent case,
the United States Supreme Court did
away with the prior judicial definitions of “exceptional” interpreting the
ability of the courts to award fees to a
prevailing party, holding that the existing standard was so demanding as to
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make the statute authorizing award
of fees “largely superfluous.” Octane
Fitness, LLC v. Icon Health & Fitness,
Inc., 134 S.Ct. 1749 (2014). Getting
down to basics, it held that “in patent
law as in all statutory constructions,
[u]nless otherwise defined, words will
be interpreted as taking their ordinary, contemporary, common means.”
Thus, it set the table for a common
sense approach to the question of
when an award of fees is appropriate,
and created what is intended by it to
be a more generous application of the
statute in awarding fees.
Octane was a patent case, not a
trademark case, and some may claim
it was more challenging to receive an
award of fees under the Patent Act
than the Lanham Act. Nevertheless,
this new standard began to make
waves in trademark litigation almost
immediately following its release,
primarily because the enabling language for an award of attorneys’ fees
under the Patent Act is the same as
under the Lanham Act – an “exceptional case” is required. Feeling the
need to develop a simpler and easier
to apply definition of an exceptional
case, and unhappy with what the
Court considered to be a standard
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that hamstrung the application of a
court’s discretion, the Court crafted a
definition that is indeed simple, but
is nevertheless reminiscent of Justice
Stewart. It held in Octane that an
exceptional case within the meaning
of the Patent Act is simply one that
stands out from others with respect to
the substantive strength of a party’s
litigating position, considering both
the governing law and the facts of
the case, or the unreasonable manner in which the case was litigated.
The Court noted that for an award of
fees, the Patent Act imposes only one
constraint on the Court’s discretion:
It must simply find that the case was
“exceptional.” And, the Court added,
without statutory definition of this
word, the word “exceptional” is to
be construed in accordance with its
ordinary meaning.
Perhaps Octane would have gone
unnoticed in trademark circles if
Justice Sotomayor, the decision’s
author, had not prominently cited a
1985 trademark decision of the Court
of Appeals, District of Columbia
Circuit, or if the authors of that case
had not been Justices Ginsburg and
Scalia. Noxell Corp v. Firehouse No.
1 Bar-B-Que Restaurant, 771 F.2d 521

PHILLIPS & GREEN, M.D.
Limited Partnership

(D.C. Cir. 1985). But the intentional
inclusion in this decision of a trademark case cannot be overlooked, particularly when the Octane decision
adopted almost the same standard
as did Noxell, a case that sanctioned
abuse of venue in a trademark suit
filed by plaintiff Noxell. There, now
Justice Ginsburg wrote that for a case
to be “exceptional,” it need not be
brought or defended in bad faith,
nor did Congress “intend to harness
judges to a ‘hardly ever’ rule.” An
exceptional case, Judge Ginsburg
wrote, is to be given its generally
understood meaning; that is “uncommon; not run of the mill.” She added
that the fee-shifting provision was not
intended by Congress to limit recovery to those rare cases when a court
finds a plaintiff acted in “bad faith,
vexatiously, wantonly or for oppressive reasons…Something less than
bad faith…suffices to mark a case as
exceptional.” – uncommon; not run of
the mill conduct. The words “unreasonable” and “remarkable”, describing conduct, are synonymous with
exceptional and should warrant a fee
award. In essence, what Justices Scalia
and Ginsburg decided 30 years ago
has been adopted in Octane as the
standard for an award of attorneys’
fees under the Patent Act. There is no
good reason not to apply Octane to
trademark cases.
And so it has been. Since late April
2014, several district courts in the
Fourth Circuit alone have applied
Octane to fee awards in trademark
infringement actions. Trial judges have
asked counsel to brief whether Octane
should apply to Lanham Act cases.
One court, citing Octane, held “An
exceptional case is one that stands out
from the others with respect to the substantive strength of a party’s litigating
position…or the unreasonable man-
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ner in which the case was litigated.’”
Robinson v. Bartlow, 3:12-CV-00024,
2014 WL 2468817 (W.D. Va. June 3,
2014). Reynolds Consumer Products followed in July 2014. The Court, citing
Octane, did not even bother to distinguish the Patent Act from the Lanham
Act. Reynolds Consumer Products, Inc.,
v. Handi-Foil Corporation, 1:13-CV-214,
2014 WL 3615853 (E.D. Va. July 18,
2014). It would seem to have decided,
and probably correctly, that the definition of an exceptional case ought to
be treated the same under each Act.
That is, a case is exceptional when it
“stands out from others…”.
It remains to be seen whether more
courts will uniformly apply this new
patent standard to trademark cases
under the Lanham Act, but it would
seem that the Supreme Court, by referencing Noxell, has suggested that
courts do so, and it is most likely that
this new and lowered standard will
find universal acceptance amongst the

circuits, trial courts, and state courts
when violations of the Lanham Act
are litigated. What remains to be seen
is whether adoption of this new standard will result in awards of attorneys’ fees in more or fewer cases.
If the bar receives and understands
what appears to be the intended message – baseless infringement, bad conduct and the advancement of foolish legal theories will result in a fee
award – there ought to be fewer fee
awards as the conduct of litigants
should be expected to conform. The
threat of effective reprisal, it has been
said, deters attack from an adversary.
Perhaps lawyers and litigants will
adjust their conduct.
Mr. Astrachan is a Principal at Astrachan
Gunst Thomas, P.C., and teaches
Trademark and Unfair Competition Law
at the University of Maryland Francis King
Carey School of Law and the University of
Baltimore School of Law.

November 2014

Maryland Bar Journal

45

Courtesy of the Walters Art Gallery

Courtesy of the National Museum of American History, Smithsonian Institution

How Did Francis
Scott Key Know
That Our Flag
Was Still There?
The Star-Spangled Banner and the
Value of Circumstantial Evidence
By Rod J. Rosenstein
And the Rockets’ red glare, the Bombs bursting in air,
Gave proof through the night that our Flag was still there.
Francis Scott Key, “The Star-Spangled Banner”
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A

t the mouth of Baltimore’s
Inner Harbor lies Fort McHenry,

where Francis Scott Key saw the
American flag waving on the morning of September 14, 1814, after a
long night of bombing by the British.
Our national anthem was written by
a Maryland lawyer, and his belief
that our flag was still there during the
night teaches a lesson about circumstantial evidence.

Courtesy of the Library of Congress
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The poem Key wrote about the
Battle of Baltimore says that the
Rockets’ red glare, the Bombs bursting in air, Gave proof through the
night, that our Flag was still there.
What sort of proof did Key have in
mind? While the battle raged, Key was
trapped aboard a British ship in the
Baltimore Harbor of the Chesapeake
Bay. Some readers assume that Key
was able to see the flag throughout
the night, by the glare of rockets
and the flash of bomb blasts. But
Key actually was uncertain whether
our flag was still there. Indeed, the
anthem begins with a question:
O! say can you see by the dawn’s
early light,
What so proudly we hailed at the
twilight’s last gleaming,
Whose broad stripes and bright
stars through the perilous fight,
O’er the ramparts we watch’d,
were so gallantly streaming?

Although we sing the national
anthem as if it were composed of
declaratory sentences, the first stanza
is an anxious query rather than a confident statement of fact.
Key had proudly hailed the flag
as the sun set, “at the twilight’s last
gleaming,” and he was hoping that it
would be visible again when the sun
rose, “by the dawn’s early light.” But
Key did not write that he could see
the flag between sunset and sunrise.
On the contrary, an original handbill
on which the poem was circulated
includes this explanation:
He watched the flag at the Fort
through the whole day with an
anxiety that can be better felt than
described, until the night prevented
him from seeing it. In the night
he watched the Bomb Shells, and
at early dawn his eye was again
greeted by the proudly waving flag of his country. Defence
[sic] of Fort M’Henry. Maryland
Historical Society, http://www.
mdhs.org/digitalimage/defencesic-fort-mhenry (last visited Sep.
23, 2014).

Courtesy of the National Museum of American History, Smithsonian Institution

Key accepted what he could see
– the glare of rockets – and what he
could hear – the bursting of bombs –
as “proof through the night” because
he inferred from that circumstantial
evidence that the flag was still there.
If the American forces had surrendered and the flag had been taken
down, then there would be no reason
to keep shooting.
The battle had ended in the morning, but Key did not know whether
the fort had fallen or the British had
withdrawn. Chief Justice Roger B.
Taney, a personal friend of Key’s,
adopted this interpretation in a letter
written 42 years later:

48

Maryland Bar Journal

November 2014

While the bombardment continued, it was sufficient proof that the
fort had not surrendered. But it
suddenly ceased some time before
day; and ... they did not know
whether the fort had surrendered,
or the attack upon it had been
abandoned.... At length the light
came, and they saw that “our flag
was still there.” Letter from Hon.
Chief Justice Taney, 1856, reprinted in Poems of the Late Francis
S. Key, Esq. (New York: Robert
Carter & Brothers, 1857), at 24-25,
available at https://archive.org/
details/poems00keyf (last visited
Sep. 23, 2014).
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That Key did know whether the
flag was still flying explains why the
first stanza of the anthem ends as it
began, with an urgent question: “O!
say does that star spangled Banner
yet wave, O’er the Land of the free,
and the home of the brave?”
The second stanza answers the
question, conveying Key’s excitement
when he saw the flag at daybreak:
What is that which the breeze, o’er
the towering steep,
As it fitfully blows, half conceals,
half discloses?
Now it catches the gleam of the
morning’s first beam,
In full glory reflected now shines
in the stream:
‘Tis the star-spangled banner! Oh
long may it wave
O’er the land of the free and the
home of the brave!
If Key had watched the flag
throughout the night, then seeing it
by the dawn’s early light would not
have been a revelation.
Evidence that the combatants
were still fighting– the glare of rockets and the bursting of bombs – was

Rick Potocek, CPA, MBA, CFE
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circumstantial proof that the flag
was still there, whereas Key’s view
of the banner in the morning constituted irrefutable direct evidence.
The banner was still waving, and
more importantly – once again by
inference – the city and the nation
remained free.
Of course, direct evidence is not
always more reliable than circumstantial evidence. Suppose that a
misguided British soldier rowed out
to the ship to relate his claimed
firsthand observations. “I have just
come from Baltimore,” he might
say, “and I saw the flag torn down.
Britain has taken Fort McHenry!”
The soldier ’s testimony would constitute direct evidence of the fact
at issue, as he purports to give an
eyewitness account that the flag
is no longer there. Yet Key, seeing
the rockets and hearing the bombs,
might discount the testimony in
favor of inferences drawn from

other evidence, just as a juror may
find reasons to credit circumstantial over direct evidence. Whether
direct or circumstantial, evidence
is persuasive only if the factfinder
deems it credible.
As we celebrate the 200th anniversary of the Battle of Baltimore, a
star-spangled banner still waves over
Fort McHenry. At least one did the
last time I proudly hailed it. May it
ever be so.
Mr. Rosenstein is the United States
Attorney for the District of Maryland.
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Discovering Electronically Stored Information in Maryland
Criminal Cases
By Peter Hershey

The discovery of electronically
stored information (“ESI”) has
become commonplace in both
civil and criminal litigation in
Maryland. In the civil context, several Maryland Rules govern the
exchange of ESI between parties
(e.g., Rules 2-402 and 2-422). But,
in the criminal context, the rules
governing and resources addressing ESI discovery issues remain
sparse. While there are currently
several Rules applicable in criminal
cases that arguably encompass ESI
(e.g., Rules 4-263 and 2-504.3(a)), the
Rules provide no specific guidance
on how to approach the discovery
of ESI in criminal cases. However,
a March 2013 unreported decision
by the Maryland Court of Special
Appeals – Gundepudi v. State, No.
2177, Sept. Term, 2011 – shows that
Maryland courts are beginning to
delve into issues related to the discovery of ESI in criminal cases and
set forth principles to guide parties
and trial courts alike in requesting and responding to, and ruling
on, criminal ESI discovery requests.
This article will highlight and examine several important ESI discovery
principles discussed by the Court of
Special Appeals in Gundepudi.
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ESI is Discoverable in
Criminal Cases
Recognizing that criminal defendants have certain rights to the disclosure of, among other things, relevant, exculpatory, or impeachment
information “in any form,” the Court
determined that ESI may be properly discoverable in criminal cases.
Accordingly, not only does the State
have an obligation to disclose to the
defendant certain ESI pursuant to
Rule 4-263 (requiring the State to
turn over certain information in its
“possession or control”), but ESI in
the possession of third parties may
be subjected to subpoena pursuant to
Rule 4-264 (providing that subpoenas
may be issued commanding third
parties to produce evidence for copying and inspection). The Court determined that the pertinent standard is
the same as in civil cases: relevance.

Requests Must be
Reasonably Particular
According to the Court, ESI is an
expansive term which encompasses
“virtually anything that is stored on
a computing device.” To deal with
the vast types and quantities of ESI
potentially available in a given case,
the Court adopted the approach set
forth for civil cases in Rule 2-422(b):
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– that a discovery request shall
describe the nature of the request
“with reasonable particularity.” This
means that a defendant must not
only identify the type of ESI he or
she seeks (i.e., word processing document, video clip, etc.), but that he
or she must also specify where the
ESI is stored (i.e., in a computer hard
drive, a thumb drive, etc.) and must
identify the owner and/or possessor
of the device. Applying these rules,
the Court concluded that the defendant’s request for a “digital file” of
a particular work written by one of
the witnesses was not of sufficient
particularity to inform the court of
precisely what ESI was sought.
The reasonably particular standard
also extends to requests to search
electronic storage devices for ESI.
Recognizing that searches are often
required in order to locate ESI on a
given storage device (and are helpful in protecting the owner’s privacy
interests), defense counsel requested
permission to conduct such a search
of the hard drive at issue in Gundepudi.
Defense counsel did not, however,
specify the search terms he wished
to use, nor did he identify the type
of ESI he wished to locate. Due to
this oversight, the Court rejected the
defendant’s assertion that the trial
court erred in denying his request,

concluding that, to make a valid
request, defendants must propose
specific search terms, articulate the
types of ESI sought, and explain why
the proposed terms are “reasonably
[] calculated to lead to the discovery
of admissible evidence” – i.e., the ESI
sought. In other words, defendants
will not be given permission to engage
in general, unrestricted searches of
electronic storage devices in order to
locate unspecified ESI.

Paper Copies Do Not Suffice
During discovery, the defendant
requested that he be provided with
certain ESI related to a creative writing work generated by one of the witnesses. The State provided a paper
copy of the work to the defense,
but not the associated ESI. In an
attempt to obtain certain unspecified ESI associated with the creative
work, the defendant filed a motion
requesting that he be provided a copy
of the work’s “digital file.” The trial
court denied the motion, concluding,
in essence, that such a request was
not relevant in light of the State’s provision of a paper copy of the work.
The Court of Special Appeals disagreed, holding that: “[b]ecause ESI
includes information not visible in
or apparent from the text of a document, a paper copy of the document,
which lacks access to much of the
ESI described above, is insufficient
to satisfy a defendant’s request for
production of ESI when it has otherwise been established that the ESI is
relevant to the action.” Thus, where a
defendant has established that ESI is
properly discoverable, a paper copy
of the contents of a digital file will
not suffice to fulfill a request for the
production of ESI.

The Terms “Document”
and “Electronically Stored
Information” are Not
Co-Terminus Under the
Maryland Rules

Conclusion

In an attempt to find controlling
authority in the Maryland Rules where
none existed, the defendant suggested
that “document” as used in the Rules
was co-terminus with “electronically stored information.” The Court
rejected this claim, observing not only
that other Rules “clearly distinguish[]
between a ‘document’ on one hand,
and ‘electronically stored information’
associated with the document on the
other,” but also that such a distinction
“was necessary because ESI associated
with a document may not be stored
within the confines of the document’s
digital data file.”

Ownership of the Computer
System and/or Hard Drive is
Important
Under Rule 4-263, the State is required
to turn over to the defense certain
information in its “possession or control.” Citing to this rule, the defendant
originally sought the creative work’s
“digital file” from the State. The Court
disposed of this claim by observing
that the hard drive on which the work
was stored was not in the State’s possession or control, and was, instead,
in the possession of a third party. The
distinction drawn by the Court is an
important one: in order to determine
how to properly proceed in formulating an ESI discovery request, a defendant must know or discover, not only
the location of the ESI sought (i.e., the
storage device on which it is saved),
but also the owner and/or possessor
of the device.

To summarize, the following principles can be extracted from Gundepudi:
First, ESI is discoverable in criminal
cases, so long as it is sufficiently relevant to the issues at hand. Second, discovery-related requests for ESI must
be reasonably particular, in that they
must identify with reasonable detail
the type of ESI being requested, as well
as the location – the computer, storage
device, etc. – in which the ESI is stored.
Third, the ownership of the computer, storage device, etc., on which the
ESI is located is important, and may
affect the procedure in which discovery of the information can be obtained.
Fourth, parties should expressly indicate the form in which they desire the
ESI requested to be produced. Paper
copies of ESI will not suffice, unless
specifically requested. In the absence
of a specific request, ESI should be
exchanged in the format in which it is
typically maintained, usually a digital
file of some variety. Lastly, the terms
“document” and “electronically stored
information” are not co-terminus
under the Maryland Rules.
The aforesaid observations are helpful to those involved in the ESI discovery process, and provide guidance
to those formulating ESI criminal discovery rules in the future, but they are
not comprehensive. As the Gundepudi
Court noted, until the courts adopt
more specific rules for the governance
of ESI discovery in criminal proceedings, practitioners and trial courts alike
should continue to “look to civil ESI
procedures for guidance in framing
and dealing with ESI discovery issues.”
Mr. Hershey is a Maryland attorney who
lives and works in Annapolis. He holds
degrees from the College of William and
Mary (B.A.) and the William and Mary
Law School (J.D.).
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Does Attorney-Client Privilege Apply to an Unratified Will
that Personal Representatives are Requesting
ETHICS DOCKET NO. 2009-05
Law firm provided pro bono services
for an elderly resident of a Veterans
hospital by engaging in discussions
about her needs for a will. As those
discussions proceeded it was discovered that her assets were quite significant. The complexity of preparing
the proposed will expanded as the
firm was directed by her to locate
about 35 proposed beneficiaries. The
firm prepared five drafts of the will
but the client passed away before the
final draft could be executed.
When the client died the firm
sought advice from Bar counsel,
who advised them to seal their files
and cease all work. Bar counsel also
advised the firm that the attorneyclient privilege would survive her
death and they could no longer discuss their representation of the client
with anyone. Now the firm has been
contacted by two individuals in possession of Letters of Administration
for the firm’s former client’s Estate.
They are seeking a copy of the unexecuted will. The firm wants advice
on whether it can provide that information given Bar counsel’s admonition concerning attorney-client
privilege.
This Committee ordinarily does
not opine on legal questions, and this
appears to be just that. However, it is
hornbook law that a duly appointed
personal representative/legal administrator of a deceased person has
52
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all of the rights and privileges of
the deceased, commonly stated as
“stands in the shoes” of the deceased.
See, Md. Code Ann., Estates and
Trusts Article,
Sec. 1-301(a). That being the case,
the Personal Representatives are entitled to possess anything that belonged
to the deceased, which would obviously include the unexecuted copy of
the will.
Rule 1.6, Md. Rules of Professional
Responsibility, addresses the lawyer’s duties to not reveal information
relating to representation of a client
unless the client gives consent. It provides as follows:
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Rule 1.6 Confidentiality of
Information
(a) A lawyer shall not reveal information relating to representation
of a client unless the client gives
informed consent, the disclosure
is impliedly authorized in order
to carry out the representation,
or the disclosure is permitted by
paragraph (b).
(b) A lawyer may reveal information relating to the representation
of a client to the extent the lawyer
reasonably believes necessary:
(1) to prevent reasonable certain death or substantial bodily
harm;
(2) to prevent the client from
committing a crime or fraud that

is reasonably certain to result in
substantial injury to the financial
interests or property of another
and in furtherance of which the
client has used or is using the
lawyer’s services;
(3) to prevent, mitigate, or rectify substantial injury to the
financial interests or property
of another that is reasonably
certain to result or has resulted
from the client’s commission of
a crime or fraud in furtherance
of which the client has used the
lawyer’s services;
(4) to secure legal advice about
the lawyer’s compliance with
these Rules, a court order or
other law;
(5) to establish a claim or defense
on behalf of the lawyer in a
controversy between the lawyer and the client, to establish
a defense to a criminal charge,
civil claim, or disciplinary complaint against the lawyer based
upon conduct in which the client was involved or to respond
to allegations in any proceeding
concerning the lawyer’s representation of the client; or
(6) to comply with these Rules, a
court order or other law.
Given the fact that the Personal
Representative is, for legal purposes,
the client, giving the unexecuted will

to that Personal Representative does
not amount to a disclosure. Even if it
did, however, Rule 1.6(b)(6) permits
disclosure to comply with a “court
order.” The Letters of Administration
presented the firm by the Personal
Representative are a court order entitling that Personal Representative to
gather all of the property of the decedent. See, Safe Deposit & Trust Co. of
Baltimore v. Tait, 54 F.2d 383 (D. Md.
1931); Sullivan v. Doyle, 193 Md. et
al., G7 A.2d 246 (1949); State for use of
Czyzowicz v. Brown, 170 Md. 97, 183
A. 256 (1936).
Rule 1.15(d) is also instructive here.
That rule states, in pertinent part:
Rule 1.15 Safekeeping Property
(d) Upon receiving funds or other

The

property in which a client or third
person has an interest, a lawyer
shall promptly notify the client
or third person. Except as stated
in this Rule or otherwise permitted by law or by agreement
with the client, a lawyer shall
deliver promptly to the client or
third person any funds or other
property that the client or third
person is entitled to receive and,
upon request by the client or third
person, shall render promptly a
full accounting regarding such
property.

Even if the Personal Representative
is not actually the “client”, he/she
certainly has, under the law, the right
to receive all property of the decedent. The unexecuted will prepared
for the client is such property and the
personal representative is entitled to
receive it.
It is the opinion of the Committee
that the applicable Estates and Trust
principles, in combination with
the aforesaid Rules of Professional
Responsibility, require that the law
firm turn copies of the unexecuted will over to the duly appointed
Personal Representative.

Pursuant to this rule a lawyer must
promptly deliver to a client or a third
person any property that the client
or third person is entitled to receive.

Advertising Index

1-800 Process..........................................................................................................11
ABA Retirement Funds.........................................................................................15
Dugan, Babij & Tolley...................................................................................Cover 3
Gelman, Rosenberg & Freedman, PC.................................................................49
LawPay..........................................................................................................Cover 2
MGH Advertising.....................................................................................................7
Phillips & Green MD.............................................................................................45
The McCammon Group..............................................................................Cover 4
November 2014

Maryland Bar Journal

53

Watergate at 40
We recently marked the fortieth anniversary of the climax of Watergate, a
scandal that remains in our nation’s
collective consciousness, along with
Vietnam, the assassinations of the
1960s and the terror attacks of 9/11.
Why does this third-rate burglary
remain so compelling, even vivid,
so many years later to so many of
us? Perhaps the most obvious reason
is that the crime and its cover-up
led to the resignation of President
Nixon, an event unique in our history. But the importance of Watergate
goes beyond the President’s downfall as its consequences are still felt
today. Gerald Seib, in a recent Wall
Street Journal column, suggested that
Watergate and the Vietnam War,
which was nearing its end in 1974,
led to an age of cynicism that still
persists.
The Watergate cast of characters
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included a score or more of lawyers.
Not only did the scandal deepen
the distrust of government, I would
posit that the institutional reputation of lawyers was gravely damaged. The craven, often criminal,
response of so many lawyers to the
ethical challenges posed (usually by
other lawyers) during the course of
the scandal, could only lead to deep
cynicism once their actions became
widely known. It should have been
no surprise that distrust of lawyers
generally would be a consequence of
the scandal as the lawyers involved
in it were at the very pinnacle of
the profession and included the
President, the White House Counsel,
and the Attorney General.
Although Watergate was perhaps
the low point for the collective reputation of our profession, the scandal
led to some positive developments,
as well. The scandal exposed the
ethical blindness of the participants
and demonstrated a real need for a
new sensitivity to ethics issues in
the law schools. The law schools
responded. In the states, the professionalization of lawyer discipline
was given great encouragement and
the success of our profession’s selfregulating model can be traced to
those days.
I would suggest that perhaps the
most important outcome of the scandal is our nation’s response to the
cynicism that it engendered. We survived as a nation. Our institutions
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of law, the judiciary and Congress,
served us well. We remained dedicated to the rule of law and our brothers
and sisters at the Bar ensured that
such was the case and that no one,
regardless of how highly placed,
would be above it. Some might complain that the President and some of
his co-conspirators “got off lightly,”
especially given the trauma to which
the country was subjected. Perhaps.
But in the larger historical context,
we met the challenge of dishonest
and criminal conduct at the highest levels of our government. Many
around the world were in awe of
what it means to be a nation of laws,
not of men, and, to the extent that
lawyers were so integrally involved
in the pursuit of justice, we can justifiably take pride.
The persistent cynicism that can
be traced to those days is addressed
most productively today if we pursue
our clients’ interests with zeal and
dedication and with the understanding that each of us represents the
profession. It is incumbent upon us,
as custodians of a rich tradition and
in response to misplaced distrust, to
place professionalism and our ethical
obligations squarely at the forefront
of what we do each day.
Glenn M. Grossman
Bar Counsel
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